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Seizing the core of crisis in today’s 
fast-evolving 21st-century landscape has 
become more than ever crucial. The 
appearance of advanced technologies, 
interconnected economies, globalisation 
and supply chains has redesigned the 
nature of crises, posing unknown and 
unprecedented challenges to societies and 
organisations, locally and globally. Varying 
from cybersecurity attacks to worldwide 
health emergencies, from environmental 
calamities to economic chaos, the field of 
crises is massive and ever-evolving. 
According to Klaus Schwab (2017), we are 
living now in a world where change is no 
longer gradual but exponential, which 
happens rapidly and across all areas at once. 
This leads to extreme unpredictability, 
causing many to feel nostalgic for the past. 
This rapid transformation highlights the 
inadequacy of traditional, reactive 
approaches, urging a shift towards 
preparedness and proactive crisis 
management.

INTRODUCTION
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The ongoing global transformations in 
technology, economics, society, and 
politics necessitate actions guided by 
effective policies and institutions, 
transcending political agendas. The 
urgency of our era calls for practical, 
forward-thinking measures to secure a 
positive future. The paradigm shift 
described by Kuhn (1997) underscores the 
need to break away from outdated 
assumptions and crisis management 
practices, which may no longer be adequate 
in addressing modern complexities. This 
reassessment is vital to effectively navigate 
and mitigate the severe impacts of 
contemporary crises.

A deeper understanding of the unique 
characteristics and catalysts of 
21st-century crises is essential. By analysing 
causes, trends, and the evolving nature of 
crises, organisations and policymakers can 
craft robust strategies and frameworks. This 
approach not only aids in anticipating and 
responding to crises but also in recovering 
from events that increasingly threaten 
global stability in an uncertain world. This 
comprehensive understanding forms the 
foundation for effective crisis management 
in today's dynamic environment.
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Risk perception is essential in crisis 
management as it influences how people 
and organizations view, prioritize, and 
handle possible threats. By acknowledging 
that risk perception is subjective, strategies 
can be crafted to include both hard data 
and the various social, cultural, and 
emotional factors that impact decisions. 
This balanced approach makes crisis 
responses both technically sound and 
broadly acceptable, enhancing their 
effectiveness in reducing the wider impacts 
of crises.

As explained by van der Heijden (2019), 
humankind, since our ancient ancestors, has 
always faced risk, but for a long time, it was 
considered as fate and determinism. They 
believed risk was out of their control, 
dictated by Mother Nature or deities. The 
concept of risk as something that can be 
influenced and changed is relatively recent; 
it was between the mid-1970s and early 
1980s (Burgess, 2016; Hutter, 2017; Macrae, 
2010). Eugene Rosa, who is considered a 
renowned risk scholar, encapsulated this by 
saying, "Risk has a very long past, but very 
short history" (Rosa, 1998, p. 15).

Furthermore, Burgess et al. (2016) explained 
some key changes related to risk 
perception:

RISK PERCEPTION

• First, they emphasise the importance of 
understanding risk perception in 
broader social terms beyond the 
confines of the laboratory. This leads to 
the fact that research has increasingly 
engaged with social complexities, 
moving away from treating risk and its 
perception as if they were purely 
biological processes measured with 
absolute certainty as they follow 
established physiological and 
biochemical mechanisms. In controlled 
laboratory settings, scientists can 
isolate variables, regulate the 
environment, and use repeatable 
measures to achieve consistent, 
quantifiable results.

• A second related development is a shift 
in treating public risk perceptions not 
as problems to be solved but as realities 
to be engaged with on their own terms. 
In policy terms, perception has become 
as significant as the hazards 
themselves.
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• A third development is the increased 
recognition and partial integration of 
uncertainty into the contemporary 
understanding of risk. Much of what we 
refer to as risk is actually about 
uncertainty. Consequently, we often 
conceptualise uncertainty in terms of 
risk, a phenomenon which Power aptly 
described as the ‘risk management of 
everything’ in his significant 2004 
contribution, where he addresses 
uncertainty by examining how 
organisations increasingly rely on risk 
management frameworks to handle it. 
He suggests that this approach often 
moves the focus away from directly 
reducing uncertainty, instead creating 
structured processes that convey an 
impression of control. This results in 
"organised" uncertainty, where risk 
management serves to make 
uncertainty more visible and 
accountable, though it may not actually 
resolve or diminish the underlying risks. 
Power argues that this shift can 
sometimes foster a false sense of 
security, as organisations may 
emphasise the formalities of risk 
management over truly confronting 
uncertainties.

According to van der Heijden (2019), 
leading risk scholars are increasingly 
encouraging a shift away from -or at least a 
reduction in the weight on 'hard' 
probabilities based on 'objective', 
quantitative data collected by technical 
experts. They argue for the inclusion of 
'subjective', qualitative data as well as the 
insights of involved people in assessing and 
managing risk. He added that the traditional 
definition of risk as 'the objective 
probability of harm multiplied by the 
objective impact of harm' is losing its 
respected status. After years of statistical 
methods capturing uncertainty in 'clean' 
probabilities, risk scholarship is returning to 
the 'fuzzy' language of uncertainty. This 
brief history of (our thinking about) risk 
indicates that risk is not a static object that 
can be reduced, pooled, mitigated or 
prevented with stable, one-size-fits-all 
governance interventions and regulatory 
tools.
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Over time, the processes of identifying, 
assessing, and mitigating risks have 
transformed, especially in response to 
shifting global dynamics, technological 
progress, and insights gained from previous 
crises. This evolution calls for analyzing 
changes in strategy, the impact of 
innovation, and how organizations adjust 
their crisis management frameworks to 
improve their ability to anticipate, respond 
to, and recover from emergencies. Many 
risks are relatively simple in structure, their 
probabilities of harm are well understood, 
and their risk governance interventions 
have become conventional. Over recent 
decades, however, other risks have rapidly 
grown in complexity, ambiguity and 
uncertainty, and these pose challenges for 
regulatory governance (Renn, 2015; Renn & 
Klinke, 2013). 

Countries have to remain adaptable and 
agile while facing new and emerging 
threats; they need to oversight the big 
picture, ensuring they do not become overly 
focused on specific risks and miss out on 
others. This effective strategy also allows 
countries to concentrate on the level of 
disruption that particular risks pose to 
infrastructure rather than fixating on 
fractional risk events. When planning 
infrastructure, they must take into account 
resilience to climate-related risks within a 
broader context of potential threats, 
including cyber risks, terrorism, and 
pandemics. Adopting an all-hazards 
approach is crucial, as the challenges 
confronting critical infrastructure are 
continually evolving (OECD, 2024)

RISK EVOLUTION

According to David Rubens (2023), the 
challenges of hyper-urbanization, resource 
depletion, climate change, and more have 
outpaced traditional risk management. 
These events, often unprecedented, strain 
current frameworks, highlighting their 
limitations. The lesson is clear: no 
community is immune. Current tools are 
insufficient, leaving us vulnerable.

As per Yalçınkaya & Dumankaya (2022), the 
threats are not new but transformative. 
Therefore, there is no doubt that the scope, 
perspective, and implementation of 
countering these threats should also be 
transformative, which leads to the concept 
of reconceptualisation of risk management.
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As the nature of risks evolves, risk 
management is changing to handle more 
complex and unpredictable threats. 
Traditional methods based on one size fit all 
in terms of dealing with these new risks are 
not valid anymore, due to their influence by 
fast-paced technology, global connections, 
and new environmental issues. There is a 
need for new way of risk management 
strategies that are flexible, forward-looking 
to deal with the unique challenges of 
today’s crises:

• Common Mode of Failure in Traditional 
Risk Management - According to 
Habbard (2020), risk management that 
simply reacts to past events is not true 
risk management. He introduces the 
term "Common Mode of Failure," which 
occurs because rigorous and scientific 
risk management practices are not yet 
widespread. He illustrates this with an 
example from NASA: if a scientist veers 
off the road and hits a tree while driving 
to work, NASA management would 
develop a class to teach everyone how 
to avoid hitting that specific tree. This 
approach mirrors how most 
organisations handle risk events; they 
may address the immediate cause but 
fail in the root cause analysis, which 
requires considering whether the 
original risk analysis allowed for that 
entire category of flaws in the first 
place.

RECONCEPTUALISATION
OF RISK MANAGEMENT
VIA PRACADEMIC APPROACH

• Core Principles of Risk Management 
and Paradigm Shift -  According to 
David Rubens (2023), our paradigm of 
risk management -regardless of 
historical context, cultural milieu, or 
threat landscape- is associated with a 
core principle. This principle suggests 
that by examining the past, analysing 
the present, and projecting it into the 
future, we can effectively manage risks. 
It supposes that our actual 
circumstances are part of a continuous 
progression where past events 
influence the present, and the present 
shapes the future. Despite the inherent 
changes in our environment, there 
remains a belief in the world's enduring 
rationality. This belief is crucial as it 
allows us to identify prototypes that aid 
in comprehending risk and formulating 
strategies to address it. Without this 
foundational belief and without the 
paradigm shift, we would struggle to 
recognise the underlying structures 
that govern risk and develop 
accordingly effective models for 
managing it.



• Challenges in Static Organisational 
Theories during Crises - Many 
discussions about organisations in 
crisis assume that understanding crisis 
behaviour simply involves extending 
pre-crisis activities and structures. This 
perspective is prevalent because most 
organisational theories are static in 
nature. For example, many theories 
focus on bureaucratic structures, 
viewing organisations as entities with 
clear boundaries, definite membership, 
formal rules & responsibilities, clear 
lines of authority, and specific tasks. In a 
crisis, the challenge is often framed as 
maintaining the pre-crisis normative 
model. Prescriptions typically 
emphasise clarifying lines of authority 
and ensuring communication follows 
"approved" channels during crises. This 
approach suggests that effective 
organisational functioning can be 
achieved by making structures more 
rigid and precise. However, this view has 
been challenged by other theories that 
consider emergent behaviours within 
existing organisations and lead to the 
creation of “new “organisations during 
crises (Dynes and Quarantelli ,1977).

• Adaptability and Resilience in the Face 
of Evolving Risks - According to Bosher 
et al. (2021), disaster management -or 
its mismanagement- is often shown 
through a "disaster cycle" portraying the 
recurring phases of crisis response. In 
recent times, this cyclic representation 
has faced criticism for oversimplifying 
crises, typically beginning with an 
isolated event and leading to 
subsequent disasters. 

Such cyclical models have shown limited 
utility in addressing the nuanced 
complexities of crisis understanding, risk 
assessment and risk management. 
Furthermore, in today's data-rich 
environment with clear usage guidelines, 
risk assessments -as part of risk 
management- have become deeply 
embedded in various practices. The 
advancement of statistical and 
probabilistic tools has provided essential 
decision support across many fields. 
However, the nature of risk decisions is 
shifting, now often involving scenarios with 
significant uncertainties and emerging 
characteristics. Tackling these 
complexities requires innovative 
approaches and methodologies, 
presenting a major challenge for the field 
of risk management in developing 
appropriate frameworks and tools. As of 
today, research is focusing on dynamic risk 
assessment and management, moving 
away from traditional, static methods 
(Aven, 2016). To sum up, the 
metamorphosing nature of risks in the 21st 
century demands considerable 
adjustments in how we manage them. As 
our comprehension of risk grows more 
sophisticated, it's crucial to recognise the 
complicated interactions among various 
factors and the constraints of conventional 
methods. Adopting a broader framework 
that combines subjective perspectives 
with quantitative analysis will play a pivotal 
role in addressing the uncertainties of 
contemporary times. By acknowledging the 
necessity for adaptability and resilience in 
confronting evolving challenges, we can 
cultivate a more robust and efficient 
strategy for risk management.
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• Importance of Early Threat 
Recognition in Crisis Management - 
Kuipers and Schedler (2022) suggest 
that effective crisis management relies 
on public managers’ ability to quickly 
identify threats to the core values they 
are meant to protect. Values like public 
safety, trust, fairness, and accountability 
form the foundation of public 
institutions and the confidence placed 
in them by communities. Early 
recognition of these threats allows 
managers to evaluate the scope and 
potential impact of an incident on these 
essential values before it escalates. This 
proactive stance enables managers to 
align their responses with the 
protection of these principles and meet 
public expectations. By identifying and 
addressing threats early, managers can 
prevent situations from developing into 
full-blown institutional crises, which 
could otherwise harm the organizasion’s 
credibility, stability, or effectiveness. 
Kuipers and Schedler highlight that 
aligning responses with core values is 
not only key to averting crises but also 
crucial for maintaining public 
confidence and organisational integrity. 
This values-focused approach 
emphasises safeguarding what is 
essential to public trust and the 
resilience of institutions.

• The Role of Pracademic Studies in 
Bridging Theory and Practice in Risk 
Management - The question here is 
why, with all previous studies about risk 
management, it was not considered

within the actual risk management 
framework, as explained by David Rubens 
(2023), for those experienced in strategic 
risk management, particularly those who 
combine practical experience with 
academic knowledge (known as the 
pracademic approach), the surprising thing 
isn't the occurrence of fundamental risk 
management failures. Instead, it's puzzling 
why the extensive work done over decades, 
often starting in the 1970s, hasn't been 
used to create a framework for rational 
discussion on these issues. Familiarity with 
key academic models of strategic risk and 
crisis management would enable 
decision-makers (whether in national or 
local governments, global corporations, 
critical infrastructure suppliers, or other 
entities responsible for managing these 
risks) to use existing research, developed 
models, and accumulated knowledge for 
informed decision-making. In conclusion, 
academic studies play a key role in 
connecting theoretical knowledge from 
academia with real-world applications. 
These studies combine insights from both 
academic research and practical industry 
experience, offering a more comprehensive 
perception of risk and crisis management. 
By blending theory with practice, academic 
research provides actionable strategies 
that are grounded in scholarly rigour and 
tailored to real-world challenges. This 
approach ensures that solutions are both 
academically sound and practically 
effective, addressing the dynamic nature of 
both theoretical concepts and the realities 
faced -on the ground- by organisations.

Level 6 Diploma in Strategic Risk & Crisis Management / theisrm.org #08



Level 6 Diploma in Strategic Risk & Crisis Management / theisrm.org #09

Response failure to 21st-century crises is 
mainly characterised by the organisations 
misunderstanding of the event itself, 
ignoring the previous signs which lead via 
cumulation to crisis event, they are 
considering it as a threat which needs a 
pre-establish set of control measures.

During such crises, policymakers are not 
only contending with the severity of the 
threat and the immense stakes at play, but 
they are also navigating through pervasive 
uncertainty. They must govern during a 
continuous lack of knowledge: uncertain 
about the unfolding events, the next course 
of action, the underlying factors driving the 
crisis, the experiences and coping 
mechanisms of others within the system, 
and the potential ramifications of the 
available options before them (Boin et al., 
2021).

As per Donahue (2006), the term “lessons 
learned” is often a misnomer. Our 
experience suggests that purported 
lessons learned are not really learned; many 
problems and mistakes are repeated in 
subsequent events. It appears that while 
reviewing incidents and the identification 
of lessons are more readily accomplished, 
true learning is much more difficult. Reports 
and lessons are often ignored, and even 
when they are not, lessons are too often 
isolated and perishable rather than 
generalised and institutionalised. To 
effectively convert "lessons identified" into 
"lessons learned," agencies face several 
persistent challenges:

FAST LEARNING
& OPPORTUNITY TAKING FROM CRISES

Existing gaps in Systematic Learning 
Processes: Despite identifying lessons, 
agencies often lack rigorous 
methodologies to translate insights into 
practical, embedded changes. Steps such 
as analysing root causes, creating new 
procedures, and practising and 
institutionalising them are rarely fully 
implemented.

Inadequate Root Cause Analysis: Many 
agencies don't perform in-depth analyses, 
risking superficial solutions. Without a 
shared operating doctrine, they struggle to 
apply lessons across different incidents 
effectively.

Isolated, Incident-Specific Focus: Lessons 
are frequently treated in isolation, with 
limited focus on the big picture & broader 
systemic patterns, which leads to 
short-term fixes that overlook long-term, 
interconnected impacts.

Challenges with Practice and Embedding: 
Even when corrective actions are proposed, 
practice is often inadequate, leading to a 
false sense of preparedness. In a crisis, 
responders may revert to familiar but flawed 
practices.

Weak Feedback Mechanisms: Feedback 
after new practice implementation tends to 
be passive, making it hard to assess 
effectiveness. Without clear metrics tied to 
training, organisations may miss signs that 
lessons haven’t been fully learned.
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Requirement for Learning Science and 
Systems Thinking: The field lacks 
education in learning science and systems 
thinking, leaving leaders without the tools 
to create and sustain effective learning 
mechanisms.

Elliott & Macpherson (2010) observe that 
learning from crises eventually leads to 
"lessons learned", which become 
embedded in new norms, tools, and 
infrastructure. These extracted lessons can 
enhance future resilience by providing a 
basis for effective action. However, crisis 
management and recovery are active and 
evolving processes. It is also crucial to 
develop the capacity to be creative and 
adaptable when these "lessons learned" will 
not be suitable for new situations. This 
impacts policy learning, which can be 
challenging to justify, as public inquiries are 
formal events that demand "legitimate" 
recommendations to formalise the learning.

Karam (2018) mentions that while most of 
the literature focuses on the threats and 
negative outcomes of crises, opportunities 
can also arise during crises. These include:

• The emergence of heroes
• Accelerated changes
• Addressing hidden problems
• Transforming people
• Developing new strategies
• Creating early warning systems
• Gaining new competitive advantages

Opportunities for change: Faulkner (2001) 
quotes Berman and Roel’s (1993) 
description of reactions to the 1985 Mexico 
City Earthquake: ‘Crises bring about marked 
regressions as well as opportunities for 
creativity and new options. They are turning 
points in which regressive tendencies 
uncover discrimination (and) resentment 
about ethnic and socioeconomic 
differences … yet they also trigger 
progressive potentials and solidarity’.

According to Mogendorrf (2008), examples 
of opportunities to positively affect the 
variables
include:

• Streamline the service concept to 
reinvent the product for current and 
future markets and to (re)differentiate 
your offering.

• Shift market focus: if a crisis has limited 
access to certain markets, seize the 
opportunity to target new market 
segments.

• Downsize: adjust your organisation to a 
more manageable size until new 
opportunities arise.

• Relocate: move to a safer environment.
• Simplify processes: take this time to 

review and streamline or automate 
processes.

• Merge activities and/or departments for 
improved management, enhanced 
customer service, and better cost 
control.

• Update assets to align with market 
expectations.

• Redefine staff roles and skills to align 
with new priorities.

• Retrain staff to adapt to the current 
situation or new direction.
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The extent to which organisations may take 
up such opportunities depends very much 
on how dynamic they are. Those who are 
better at facilitating change as an inherent 
part of their culture will be better both at 
managing crises and at exploring new 
avenues for their businesses.

As explained by Dravid Rubens (2023), a 
near-miss is often considered the greatest 
gift a risk manager can receive because it 
serves as a valuable learning opportunity 
without causing significant harm. When a 
near-miss occurs, it means that a potential 
accident or failure was narrowly avoided. 
This provides a chance to analyse what went 
wrong, identify vulnerabilities, and 
implement corrective measures to prevent 
future incidents. He added that crises are 
inherently destructive, often leaving behind 
significant devastation that necessitates 
substantial rebuilding during the 
post-crisis recovery phase. However, it is 
precisely in these moments of extensive 
destruction and dislocation that the most 
significant opportunities often arise, 
allowing for recovery and the chance to 
rebuild in an improved and enhanced 
manner.

Boin, Brown & Richardson (2019) mentioned 
that Positive assessments of the Katrina 
response are scarce. The extensive body of 
literature on Katrina can largely be 
characterised by the phrase "utter and total 
failure". In the fields of public 
administration, political science, and crisis
management, Katrina has become 
synonymous with failure. They highlighted a 
few lessons to be learned:

Preparation: Although various government 
levels had prepared for Hurricane Katrina, 
they were not adequately equipped for the 
specific challenge of a citywide flood. This 
raises complex questions about the balance 
between preparation and the costs 
associated with over-preparation for rare 
mega-disasters.

Sense-Making: Officials were repeatedly 
caught off guard during the crisis, even with 
accurate information at their disposal. The 
lesson here is that surprises are inevitable in 
such situations, and strategic leaders must 
first accept this fact and then learn to 
manage and operate within an environment 
of continuous uncertainty rather than 
attempting to eliminate it.

Coordination: A large-scale response to an 
unexpected mega-disaster will inevitably 
appear somewhat chaotic. Emergent 
coordination, by its nature, involves 
improvisation, and even planned 
coordination may not always adhere strictly 
to 'The Plan.' However, this apparent 
disorder doesn't necessarily detract from 
the effectiveness of the outcome. 
Unfortunately, the visible chaos is often 
mistaken for a lack of coordination, which is 
an unhelpful perspective. This 
misinterpretation delays officials from 
gaining valuable insights that could 
enhance future response efforts.
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The concept of Meaning-making involves 
creating a message that connects 
emotionally with stakeholders and reflects 
the organisation's values and public 
expectations. Instead of just presenting 
facts, this approach aims to explain a crisis 
in a way that fosters a shared sense of 
purpose, reassures the audience, and builds 
a meaningful relationship. Through this 
narrative, leaders can shape public 
perception and foster trust, helping the 
community understand not just the facts of 
the situation but the broader implications. 
While sense-making aims to clarify what is 
happening, meaning-making is about 
explaining why it matters guiding collective 
interpretation to promote resilience and 
confidence in leadership.
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Culture, strong leadership, and 
skill-building are key to handling crises 
effectively. A resilient culture helps teams 
respond quickly and work together, while 
good leadership guides decisions and 
boosts confidence in tough times. Building 
skills through focused training and 
preparation allows teams to handle 
different types of crises. These elements are 
the foundation of effective crisis 
management, helping organisations to 
adapt, recover, and succeed when faced 
with unexpected challenges.

As per David Rubens (2023), two main 
themes often come up when studying 
failures in disaster and crisis management. 
The Congressional report on Hurricane 
Katrina pointed to ‘A failure of leadership’. 
The 9/11 Commission report described ‘the 
most important failure was one of 
imagination’, and These themes highlight 
common issues: not understanding what a 
21st century crisis might look like during the 
planning stage and failing to respond 
effectively during emergency management. 
These issues are frequently noted in reviews 
of crises, regardless of the event's nature.

ORGANISATIONAL CULTURE, LEADERSHIP
& CAPABILITY DEVELOPMENT

Martinez et al. (2023) identified four key 
themes that illuminate critical dynamics 
within organisations dealing with crises:

• Firstly, an adaptive organisational 
culture was strongly associated with 
effective crisis leadership, emphasising 
the importance of aligning cultural 
norms with the shifting demands of 
crises.

• Secondly, open communication within 
the organisation served as a key driver 
for a coordinated crisis response, 
enabling rapid and accurate information 
flow while building trust.

• Third, trust emerged as a critical factor 
in supporting decentralised 
decision-making during crises, 
improving coordination and 
empowering team members across the 
organisation.

• Lastly, the challenge of balancing 
adaptability with cultural inertia was 
highlighted. While adaptive cultures 
improved crisis response, sudden shifts 
from established norms created 
difficulties, prompting leaders to strike 
a balance between utilising existing 
cultural strengths and introducing 
necessary changes.
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These findings provide important insights 
for organisational leaders managing crises, 
highlighting the importance of aligning 
organisational culture with effective crisis 
leadership. Additionally, they offer both 
theoretical and practical value, outlining a 
clear roadmap for organisations to build 
resilient and responsive cultures. This can 
be achieved through a comprehensive 
capability development program based on a 
flexible and integrated process designed 
for crisis situations and adaptable to 
necessary changes (David Rubens, 2024).

Many organisations adopt standardised 
management practices, turning them into 
habitual routines that shape 
decision-making and actions. However, as 
scholars in strategic management suggest, 
for an organisation to thrive, its 
decision-making must continuously align 
with external environmental changes. This 
means that rigidly adhering to established 
"recipes" can be detrimental. Instead, 
organisations need to reassess and modify 
their strategies when necessary. Over time, 
strategic inertia the organisation's 
commitment to its current strategy- can 
develop as established practices become 
deeply ingrained. This commitment to the 
status quo often escalates gradually, with 
only minor adjustments being made. 
However, as external conditions evolve, this 
attachment to existing methods can 
eventually lead to misalignment with the 
shifting business environment, 
necessitating more significant changes 
(Cairns and Wright, 2017).

According to Professor Richard Badham, in 
his chapter (Managing Change: Addressing 
the Practice Gap) In the Coursera platform, 
there is always a gap between the 
knowledge that you have and what you need 
to know to get change done. However 
well-researched and packaged your 
methods, however well-informed your 
plans, a practice gap is always there, which 
can be captured in various ways. In 
figurative terms, there's a difference 
between the map and the territory. In 
technical terms, there's a gap between 
filling our checklists and making things 
happen or what rules prescribe and 
situations demand. However much 
knowledge you collect and however 
sophisticated the methods you apply, more 
is always required.

There are three sources of this practice gap.

Firstly, uncertainty is the challenge of 
uncertainty. Information is always limited 
and provisional. Collecting information on 
thoughts and feelings is tricky and 
subjective. Things change along the way.

Secondly, limits of prescription, there's the 
prescription challenge. Techniques and 
rules always require other tools and 
methods on how to apply them.
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Thirdly, unpredictability. there's the 
challenge of unpredictability. However 
intelligent or well-intended our actions, 
outcomes are never guaranteed. We're not 
clairvoyant. There's a level of complexity 
and emergence in human affairs that means 
there's always an unavoidable degree of 
uncertainty and risk. In a significant change 
program, the terrain will shift during the 
journey. Allies become opponents, 
unpredicted events will occur, contexts 
change, and so on.

In the words of the famous warning on the 
London Underground and now elsewhere, 
how do we mind the gap? The beginning will 
be by being aware of the existence of the 
gap, paying attention to its effects, and 
accepting its inevitability. We may be 
tempted to deny or avoid these issues, but 
arrogance, ignorance, and complacency 
can create disaster. Mindless leaders react 
in a knee-jerk manner to uncertainty and 
threat by oversimplifying problems and 
unthinking decisiveness. Mindful leaders 
are able to respond creatively and with care 
and consideration. Once mindful of the 
practice gap, you're in the position to work 
on addressing it. This requires mobilising 
yourself, others, and your organisation. We 
need to increase adaptability and resilience, 
overcome a fear of uncertainty and failure, 
and learn to be confidently entrepreneurial 
and experimental.

To be able to foster these capabilities, we 
must consider four things:

Firstly, creating a cultural ethos encourages 
open questioning. This is one that 
acknowledges failure, is wary of risks, and is 
ready to experiment.

Secondly, establishing institutional support 
that recognises the possibility of error. This 
needs to create and maintain the trust 
necessary to admit uncertainty and 
mistakes. These are embedded in systems, 
practices, relationships, and supportive 
forms of leadership.

Thirdly, build holding environments that 
inspire experimentation. These provide 
security. They guide and support an 
evolving balance of pressure and safety.

Finally, develop sustainable resilience that 
encourages and stimulates, one that cares 
for and supports ongoing attention to all of 
these activities by individuals, groups, and 
organisations.

To summarise Professor Richard Badham's 
discussion, we’ve learned three key points. 
First, there is a practice gap in change 
between what rules dictate and what 
situations require. This gap represents the 
difference between theoretical knowledge 
and practical application. Second, this 
practice gap arises from the uncertainties in 
our knowledge, the limitations of our tools, 
and the unpredictability of events and 
outcomes. Lastly, to address these 
challenges, we must acknowledge the gap, 
actively manage it and cultivate 
environments that support adaptability and 
resilience.
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Boin, Brown & Richardson (2019) explain 
that one of the main challenges officials 
faced was difficulty in recognising the 
significance of the information in front of 
them because it didn’t match their 
expectations. Kahneman (2011) explains in 
Thinking, Fast and Slow that people tend to 
overlook what they aren’t prepared to see 
while easily spotting what aligns with their 
beliefs. This “gap existence denial—where 
people fail to recognise and accept gaps in 
their knowledge—often makes individuals 
overconfident about their knowledge while 
ignoring the full existence of uncertainty. As 
a result of this approach, people are more 
likely to opt for arguments that reinforce 
their existing beliefs, even if those 
arguments are faulty.
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Co-management in crisis means that 
different groups—like government 
agencies, organizations, communities, and 
sometimes private companies—work 
together to handle a crisis. They share 
responsibilities, resources, and decisions to 
make the response more coordinated, 
flexible, and effective. This teamwork 
approach uses everyone's skills and 
knowledge to better meet the challenges of 
a crisis.

Nowell, Steelman, Velez, and Albrecht 
(2022) explore the emerging concept of 
co-management, which aims to address the 
limitations of top-down approaches in 
policymaking and management. This 
concept highpoints the necessity of 
building and reinforcing governance 
capacities to be able to cooperatively 
manage crises across different involved 
authorities. Since the launch of the National 
Cohesive Wildland Fire Management 
Strategy in the United States in 2010, 
co-management has increased in 
importance as a framework for 
comprehending cooperation between 
multi-jurisdictional wildfire response 
agencies.

Even with the well-established history and 
literature of co-management, its 
application to crisis events is relatively new. 
It involves power-sharing dynamics where 
responsibilities and authorities are 
negotiated among jurisdictional actors, 
similar to traditional co-management 
contexts. However, the crisis nature of large, 
multi-jurisdictional disasters often requires 
rapid decision-making under highly 
uncertain and stressful conditions.

THE CONCEPT OF CO-MANAGEMENT

This raises the fundamental question: What 
does co-management mean in the context 
of disasters involving multiple jurisdictional 
actors?

Is Co-Management Synonymous with 
Collaboration?

In co-management, which is closely 
associated with collaboration and 
partnership, key elements include pluralism, 
negotiation, open communication, and 
networks for shared decision-making. They 
emphasise that co-management involves 
social learning and a commitment to shared
values and collective action. In their view, 
co-management is a cooperative 
framework in which the rules governing 
resource use are created through 
collaborative processes that engage 
various stakeholders. This emphasis on joint 
participation and shared responsibility 
fosters a sense of ownership among those 
involved. Incorporating these features 
makes co-management a form of 
collaboration where diverse viewpoints are 
appreciated and decisions are made jointly. 
This approach not only improves resource 
management but also builds stronger 
relationships among participants, leading 
to more sustainable and fair outcomes. 
Ultimately, the alignment of 
co-management with collaborative 
principles reflects a commitment to 
working together toward common goals, 
thereby enriching the overall management 
of shared resources (Plummer & Fitzgibbon, 
2004; Armitage et al., 2009; Sandström et 
al., 2014).
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Is Co-Management About 
Power-Sharing?

Borrini et al. (2000) define co-management 
as a situation where multiple social actors 
negotiate and share management 
functions, responsibilities, and 
entitlements for a given territory or 
resource. It typically involves 
power-sharing between community users 
and the state, particularly concerning 
common pool resources (Yandle, 2003; 
Berkes, 2009). Pearson and Dare (2019) 
describe three models of power-sharing in 
co-management:

• Controlled Power Sharing: Hierarchical 
and formalised, allowing expedited 
decision-making.

• Coordinated Power Sharing: More 
inclusive, encouraging participation 
while retaining decision-making 
authority.

• Collaborative Power Sharing: The most 
inclusive model involving both state 
and local Entities.

Is Co-Management a Problem-Solving 
Process?

Carlsson and Berkes (2005) conceptualise 
co-management as a functional 
problem-solving process that offers a 
strategic alternative to traditional resource 
management methods. This approach can 
effectively address several critical areas:

Task Allocation: Co-management allows 
for the clear distribution of responsibilities 
among various stakeholders. By defining 
roles and expectations, it ensures that all 
actors understand their contributions and 
can work efficiently towards shared 
objectives.

Resource Sharing: This approach focuses 
on combining resources for shared benefit 
beyond individual or political interests. By 
working together, people and organisations 
can use each other’s strengths, promoting a 
more sustainable and effective use of 
resources.

Building Connections: Co-management 
helps form links across different 
organisations, improving communication 
and teamwork. This interconnectedness 
supports unified decision-making that 
include diverse perspectives and skills.

Lowering Costs: Co-management 
streamlines interactions and reduces the 
need for conflict resolution, which helps 
lower overall costs. This efficiency allows 
actors to focus more on productive 
collaboration rather than on resolving 
disputes, ultimately enhancing the 
effectiveness of resource management.

Risk Sharing: In a co-management 
approach, risks are shared among all 
participants. This teamwork helps everyone 
become more resilient as they face 
uncertainties together, making it easier to 
adapt to challenges.
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Conflict Resolution: Co-management 
encourages creating agreements that help 
prevent conflicts and promote long-term 
cooperation. Through open discussions and 
negotiations, it builds trust among 
stakeholders, leading to stronger and more 
productive relationships.

Is Co-Management Equivalent
to Network Governance?

Armitage et al. (2007) frame 
co-management as an innovative 
governance approach for addressing 
multi-scale socio-ecological challenges. It 
aligns with the concept of network 
governance, where complex interactions 
occur within webs of private, public, and 
non-profit units, facilitating robust 
responses to manage and govern 
hyper-complex systems (Armitage et al., 
2009, 2011; Sandström et al., 2014). 
Governance networks involve policymaking 
and implementation through 
inter-relationships between government, 
business, and civil society actors. 
Governance networks are defined as the 
process of public policymaking and 
implementation through a web of 
relationships between government, 
business, and civil units, often based on 
non-equitable interdependencies between 
public, private, and civil society actors (Klijn 
& Koppenjan, 2015). Kenis (2016) also 
connects network governance with 
collaborative governance.

According to Marin et al. (2023), the 
literature identifies two distinct modes of 
social network adaptation in response to 
significant shocks and disruptions. One 
mode suggests that adaptation takes place 
within the existing set of actors, who are 
sufficiently flexible to be restructured and 
enable new interaction patterns (Bodin & 
Crona, 2009). The other mode proposes 
that entirely new social networks be 
established to facilitate substantial 
transformations (Goldstein, 2008). It 
remains uncertain whether, and under what 
circumstances, either of these modes 
accurately reflects how resource 
management systems respond to sudden 
disruptions like environmental disasters.
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Social media is important in crisis 
management because it allows 
organizations to communicate quickly as 
events happen. It helps share information 
fast, connect directly with the public, and 
keep track of public reactions and rumors. 
By providing timely, clear updates and 
responding to concerns, social media helps 
organizations build trust and guide how 
people respond during a crisis.

One of the topics which requires special 
attention and analysis is the Media 
Amplification Effects, which play a key role 
in shaping perceptions during a crisis. 
Usually, what people believe is influenced 
by exaggerated or sensationalised 
portrayals in the media. Sound bites, 
extreme viewpoints, and loud voices are 
more likely to dominate news coverage, as 
these stories evoke strong emotional 
reactions and drive higher ratings and web 
traffic. As a result, these amplified narratives 
can misrepresent the actual beliefs of the 
majority. Over time, constant exposure to 
these extreme examples can lead to their 
normalisation, making it appear as though 
they reflect the views of everyone, even 
when they don’t (Thomas, 2022).

According to Abboodi et al. (2023), online 
social networks have become crucial for 
crisis management, providing important 
support and information to people during 
emergencies. For instance, Facebook has 
provided the “I am safe” functionality that 
allows individuals to inform their 
connections that they are safe in a given 
critical situation (Shemberger, 2017).

CRISIS COMMUNICATION
AND SOCIAL MEDIA

However, in some situations, crisis 
managers struggle to coordinate response 
strategies effectively due to insufficient 
situational awareness, which results in poor 
decision-making and a less effective overall 
crisis response (Hoggard, 2021). Resource 
and time limitations stress response actors 
to make decisions in fast-evolving 
situations. This requires the ongoing 
collection, analysis, triage, and sharing of 
actionable information among various 
agencies to maintain an effective, 
coordinated response (Kedia et al., 2022).

Roshan, Warren & Carr (2016) reported a 
qualitative study that analysed how multiple 
organisations utilise social media during 
crises, using Situational Crisis 
Communication Theory (SCCT) as a 
framework to examine Facebook posts and 
tweets. These general-purpose platforms 
are among the most widely used during 
crises in various countries, including 
Australia. The study highlighted both the 
untapped potential and the associated 
risks, such as reputational damage for 
organisations that fail to effectively manage 
issues on online platforms.

Social networks are anticipated to play a 
significant role in the current and future 
systems for crisis management. However, 
there is no comprehensive analysis of how 
cutting-edge technologies, particularly AI, 
will shape the next generation of these 
systems, which are expected to be highly 
sophisticated.
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Although various studies touch on this 
potential, the overall picture remains 
unclear. For instance, social bots have 
gained attention for their ability to 
automate alerts and messages from 
emergency agencies, with research 
showing promising results when these bots 
are used retrospectively (Hofeditz et al. 
2019).

Abboodi et al. (2023) suggest that although 
communication today often depends on 
social media, emergency agencies must 
actively address the risks of rumours and 
misinformation. Advanced analytics and 
AI-powered tools are anticipated to play an 
essential role in fostering reliable, secure 
communication methods in crisis 
management.
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Leaders often start dealing with crises in 
stages of denial or the “ostrich approach,” 
where they ignore or minimize the problem, 
hoping it will go away. This response may 
come from fear of reputational harm, 
uncertainty, or feeling overwhelmed. 
However, as the reality of the issue becomes 
clearer, effective leaders move from 
avoidance to active involvement, 
recognizing the need for open and 
transparent crisis management.

As mentioned by D’souza (2020), the 
ostrich effect is a cognitive bias that leads 
people to avoid information they find 
potentially unpleasant. For instance, 
someone might avoid checking their bills 
out of fear of seeing how far behind they are 
on payments. As an example of this 
avoidance approach, Oliver Stuenkel, a 
Brazilian professor from São Paulo, coined 
the term 'Ostrich Alliance' to describe 
leaders from Brazil, Belarus, Turkmenistan, 
and Nicaragua who denied the seriousness 
of the COVID-19 threat (Feldmann & 
Carothers, 2021).

Stuenkel was particularly critical of Brazil's 
President Bolsonaro, who showed a denial 
approach of reality. On 24th March 2020, 
Bolsonaro downplayed the virus, referring 
to it as a small flu, and suggested that 
Brazilians were somehow immune to the 
disease due to exposure to unsanitary 
conditions. During the pandemic, on April 
16, he dismissed his Health Minister, Luiz 
Henrique Mandetta. 

AVOIDING THE OSTRICH APPROACH

Shortly after, on 20th April 2020, Bolsonaro 
knelt before an evangelical pastor who 
proclaimed that Brazil was free of the virus. 
This denialist stance led to the resignation 
of Brazil's star Justice Minister - as a key 
figure in the country's fight against 
corruption, his status as a "star" Justice 
Minister highlights his high profile and 
public respect, making his resignation 
particularly significant and impactful. 
Sérgio Moro, on 24th April 2020, who 
accused President Bolsonaro of possibly 
criminal interference in Brazil’s law 
enforcement. The devastating result of this 
'ostrich' approach, Brazil has over 203,000 
cases of COVID-19, the 6th highest globally, 
with 14,000 deaths (66 deaths per million 
people).

Ostrich Alliance: Donald Trump and Boris 
Johnson

The next two members of the 'Ostrich 
Alliance' were President Donald Trump 
(USA) and Prime Minister Boris Johnson 
(UK). Both leaders exhibited the ostrich 
effect, which contributed to their countries 
leading the global death toll from 
COVID-19. British Prime Minister Boris 
Johnson will likely always regret his 
infamous, deliberate handshakes with 
COVID-19 patients, a reckless act that 
nearly cost him his life. While he recovered, 
more than 33,600 unfortunate others 
didn’t, paying the ultimate price for their 
government’s reckless early denial of the 
pandemic’s severity (Tomkins, 2020; 
D’souza, 2020).
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According to recent statistics, in the USA, 
there have been over 1.1 M deaths 
(Worldometer, 2024), with this number, the 
country, which was supposed to lead by 
example, was the hardest hit by COVID-19, 
due to a disastrous, chaotic and perhaps the 
worst response to the pandemic of any 
country. Awarded for the Worst Ostrich 
approach adopter toward COVID-19, 
Trump's primary 'ostrich' response was to 
delay taking action for weeks. When the 
virus began to spread rapidly, he frequently 
changed his message and even supported 
protestors who openly defied social 
distancing orders. Yale epidemiologist 
Gregg Gonsalves harshly criticised this 
approach on Twitter, saying, "This is getting 
awfully close to genocide by default. What 
else do you call mass death by public 
policy?" (D’souza, 2020).

Stephen Walt, a professor of international 
relations at Harvard University, summarised 
Trump's response to the pandemic by 
stating, "The Trump administration’s 
self-centred, haphazard, and tone-deaf 
response to COVID-19 will end up costing 
Americans trillions of dollars and thousands 
of otherwise preventable deaths." Similarly, 
President Obama described the 
administration's handling of the crisis as an 
"absolute chaotic disaster," pointing to a 
mindset of "what's in it for me" and 
disregard for others that, when 
operationalised in government, led to 
disastrous outcomes (D’souza, 2020).

Toward Collaborative Crisis Governance

As explained by (Jurić, 2012), 
puri-perspectivism is a way of 
understanding reality, life, truth, and 
knowledge by considering multiple 
viewpoints. It involves looking at things 
from different perspectives, similar to the 
philosophical ideas of logos (reason) and 
dialogos (dialogue) discussed by thinkers 
like Heraclitus, Plato, Gadamer, and Levinas. 
In practice, it means that in a dialogue, each 
person steps back from their own beliefs or 
views to better understand the other 
person’s point of view, and this is what is 
needed in the context of crisis management 
preparedness, this approach encourages 
trying to reach common ground or 
agreement, even in complex areas.

A fundamental principle of effective 
governance is to plan for foreseeable risks 
and unimaginable events alike while 
allocating the necessary resources to 
mitigate the effects of catastrophic 
incidents on individuals and society when 
they arise (Ansell, 2019). In this perspective, 
ensuring safety and security necessitates 
the active participation of diverse actors 
and stakeholders working together across 
organisational boundaries. This collective 
effort is crucial for quickly providing the 
expertise and capabilities needed to 
manage events that exceed the capabilities 
of individual organisations (Parker et al. 
2020).
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Collaborative Crisis Management provides 
a balance between centralised and 
decentralised approaches by encouraging 
different groups to work together across 
boundaries. It involves actors from various 
organisations working as a team to plan for, 
respond to, and learn from crises. By 
bringing together different ideas and 
expertise, Collaborative Crisis Management 
helps to address the complex problems that 
modern society faces. It can take various 
forms, such as government entities working 
together, partnerships between different 
levels of government, or collaborations 
joining government, private sector, and civil 
society. This approach is especially helpful 
for dealing with fast-changing risks and 
environments that traditional systems 
might struggle to manage. While 
collaboration brings flexibility, let’s not 
forget it also creates challenges, such as 
managing differing opinions and avoiding 
conflicts that can compromise and delay 
decision-making. Robust governance and 
strong leadership are needed to guide the 
process and ensure that everyone 
-involved- works together effectively. The 
key is to strike a balance between stability 
and the ability to adapt and innovate, 
allowing organisations to handle crises 
more effectively. By building solid 
partnerships based on clear 
communication, clear roles and 
responsibilities and the ownership mindset, 
organisations can better manage crises 
while maintaining trust and accountability, 
as discussed in detail by Lele (2020).

William (2022, p. 83) thoughtfully urges us 
to "see the moment—clearly; to make 
judgments—wisely; and to act—reasonably 
and responsibly", underscoring the 
importance of mindfulness and 
discernment in our decision-making 
processes. By adopting this approach, we 
can ensure both personal and collective 
growth. It emphasises the value of clarity in 
perception, wisdom in evaluation, and 
integrity in action. Such practices not only 
contribute to individual progress but also 
foster a culture of mutual development 
within communities, promoting sustainable 
and shared advancement.
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Black swan events refer to rare and 
unexpected events with a big impact, like 
natural disasters or financial crashes. 
They’re hard to predict and often surprise 
organizations, making them difficult to 
manage with regular risk strategies. They 
are characterised by three key traits: First, it 
is an event with a very low probability of 
occurring. Second, despite its rarity, it has 
an enormous impact when it does happen. 
Third, after the event, people create 
explanations or narratives that falsely 
suggest the outcome could have been 
predicted and therefore, prevented (Taleb, 
2007).

According to David Rubens (2023), a black 
swan event should not be used as a pretext 
for not recognising potential risks. 
Classifying COVID-19 as a black swan is 
deceptive, as the world has witnessed 
multiple warning signals of global 
pandemics over the past two decades, 
counting Zika, SARS, MERS, swine flu, avian 
flu, and Ebola. These prior occurrences 
provided ample and golden opportunities 
for awareness and preparation, making it 
difficult to claim that the pandemic was 
entirely unforeseen. Following this 
perspective (Taleb, 2007) encourages 
acknowledging the limitations of our 
knowledge and steering clear of risks in 
uncertain areas. He stresses the value of 
admitting "I don't know" when faced with 
complex and unpredictable situations, 
advocating for a humble approach to 
managing uncertainty and ambiguity.

LESSONS LEARNED FROM
BLUE WHALE’S MYSTERIOUS JOURNEY

Grey rhinos’ events are obvious, likely 
threats that organizations often overlook 
until they turn into crises. Unlike Black 
Swans, Grey Rhinos are predictable 
risks—such as climate change or cyber 
threats—that come with clear warning signs 
but are sometimes ignored. As per Bijak et 
Czaika (2021), there are also grey rhinos’ 
events that are also very consequential in 
terms of their high impact but are more 
predictable, yet “hiding in plain sight”, 
leading to neglect and inaction (Wucker, 
2016). David Rubens (2023) explained that if 
we want to recognise and respond to grey 
rhino events, it’s important to study them 
systematically and understand both 
preventative and reactive measures. This 
requires continuous learning that is 
integrated into the organisation’s 
development process. Leaders need to 
prioritise and support this effort, 
encouraging everyone within the 
organisation to take responsibility for 
identifying and managing these predictable 
yet high-impact risks. By fostering a culture 
where all team members are "rhino spotters 
and keepers," organisations can better 
prepare for and respond to potential crises.

Taleb (2007) & Wucker (2016) use the 
analogies of the black swan and grey rhino 
to describe different types of crises due to 
their similarities. This inspired me to 
explore another symbol from nature that 
represents resilience: the blue whale. Blue 
whales descended from land-dwelling 
mammals and began their transition to 
marine life around 50 million years ago.
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Their survival is characterised by a unique 
ability for continuous vigilance, a state of 
'constant alertness and partial rest,' which 
ensures their survival by always staying 
aware (Oceanwide Expeditions, 2024).

By embracing a tactic of perpetual alertness 
and intermittent repose, akin to the survival
strategy employed by certain species, 
especially the Bule Whale, to avoid 
drowning through constant wakefulness, 
organisations and systems can enhance 
their readiness to anticipate and tackle 
crisis situations, ensuring resilience and 
preparedness around the clock, this can be 
achieved via the followings:

Continuous Surveillance: Much like how 
Blue Whales keep one half of their brain 
awake to avoid drowning while the other 
half rests, organisations should implement
continuous monitoring systems to swiftly 
detect early indications of potential crises, 
that maintain an ongoing watch over the 
environment. This necessitates ongoing 
data collection, triage and analysis to 
remain vigilant against emerging and 
potential upcoming threats. As per Naseer 
et al. (2024), these capabilities in incident 
response empower organisations to 
enhance their agility in managing and 
responding to any incidents. By integrating 
swift and adaptable incident response 
strategies, organisations can proactively 
address emerging threats through active 
threat reconnaissance, which involves the 
continuous monitoring and identification of 
potential threats.

Additionally, active threat defence 
mechanisms enable rapid containment and 
neutralisation of identified risks, thereby 
minimising potential damage. Furthermore, 
the incorporation of pervasive learning 
ensures that organisations continually 
evolve and improve their incident response 
processes by learning from each incident, 
thus fostering a more resilient posture over 
time. Furthermore, Cuhls (2020) explained 
that in the corporate context, agile 
strategising is argued to require a shift from 
a periodic, issue-based strategy process to 
a continuous one. This shift involves 
developing a "radar" for monitoring key 
drivers of change (horizon scanning), 
selecting stable scenarios from a range of 
desirable alternatives, and deriving 
adaptive strategies that align with the 
overall landscape (Lehr et al., 2017; 
Rohrbeck et al., 2018). This suggests that 
regular and comprehensive foresight 
should become a standard practice in 
strategic planning. For continuous foresight 
processes to be effectively embedded 
within organisations, commitment across 
all levels, from top management to lower 
ranks, is essential.

Partial Activation of Resources: Similar to 
how one-half of a Blue Whale’s brain stays 
active while the other rests, organisations 
should maintain a state of preparedness by 
ensuring that a portion of their resources 
remains active at all times. This involves and 
requires having standby teams, backup 
systems, and contingency plans readily 
available for deployment, preserving 
resources from being fully depleted without 
straining the organisation capabilities, 
assuring full ready actors are available to 
step in during a crisis. 
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Furthermore, this approach will help in the 
rapid transition from the standardised 
provision of services to the development of 
innovative responses via training programs, 
flat and decentralised hierarchies, and the 
adoption of administrative digitisation 
(Graf et al., 2024).

Layered Defense Mechanisms: according 
to Chellappan et al. (2015), layered defence
refers to a strategic approach to network 
security that involves multiple protective 
measures and technologies working 
together. These layers are designed to 
provide a backup if one layer fails, ensuring 
that the network remains secure. The 
complexity and organisation of these 
defences are tailored to the specific 
security needs, budget, and operational 
requirements of the organisation. Similar to 
how the vigilant part of the brain stays alert, 
to ensure the Blue Whale’s survival against 
any potential risks such as ship strikes or 
illegal hunting, organisations should 
implement multiple layers of defence and 
response systems. This approach involves 
integrating backups and safeguards, in case
any component of the system fails, another 
can immediately be activated and quickly 
take over to mitigate the impact. 
Furthermore, layered network defence 
enhances security by organising protective 
mechanisms in sequential layers.

Each layer handles fewer threats compared 
to the one before it, allowing for a more 
focused and effective response to potential 
attacks.

As an illustration of the importance of 
multi-layered defence mechanism in the 
emerging technologies of the automotive 
sector, Kurkute et al. (2023) provide a 
thorough analysis of end-to-end 
cybersecurity strategies for autonomous 
vehicles. They emphasise the importance of 
multi-layered defence mechanisms to 
protect the entire automotive ecosystem, 
which includes various components such as 
secure boot processes, encrypted 
communication channels, secure cloud 
integration, and advanced threat detection 
systems.

Resilience & Adaptability: Blue whales 
have the ability to tolerate a wide range of 
water temperatures, which is valuable for 
their migratory routine and aids them in 
adapting to the continuous changes in their 
environment. Having resilience and 
adaptability is vital when dealing with new 
threats. Organisations must have flexible 
strategies and plans that can be quickly 
modified as threats change. Weick & 
Sutcliffe (2015) highlight that continuous 
adaptability and prioritising resilience help 
maintain operations when performance is at 
risk due to breakdowns. Effectively 
responding to unexpected challenges relies 
on how teams handle early signs of failure, 
resist oversimplifying problems, manage 
detailed operations, and utilise their 
expertise. This can be achieved through 
continuous training and adaptation and 
ensuring that both active and resting 
components are equipped and capable of 
switching roles if necessary.
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This ability for continuous vigilance 
-inspired by the ambiguous blue whale’s 
journey-will equip organisations not only to 
be ready for immediate threats but also to 
remain resilient, especially in the face of 
long-term challenges. By consistently 
monitoring for possible crises, keeping 
resources in a state of readiness, 
implementing layered defence strategies, 
and building resilience through ongoing 
training and adaptation, organisations can 
effectively survive against crises and ensure 
their long-term stability and success.

Effective leadership is essential in crisis 
management, as it energises the 
organisation through challenging times by 
leading by example first, ensuring clear 
communication, decisive action, and a 
focus on fostering resilience. This 
leadership promotes a culture where 
resilience becomes part of the day-to-day 
operations, with employees involvement 
from all levels, encouraged to share their 
thoughts, anticipate risks and prepare 
accordingly. Furthermore, organisations 
can improve their crisis response by 
developing robust mitigation strategies 
based on a fast learning process (David 
Rubens, 2024) from previous crises to 
improve their ability to respond and recover 
more effectively. Organisations striving to 
be resilient need to go beyond just 
surviving; they are considering crises as a 
golden opportunities for growth, 
innovation, and a sustainable future. 
Developing resilience is not only about 
enduring a crisis, but also about emerging 
after crises stronger and well-prepared to 
tackle any kind of upcoming challenges with 
improved agile systems and strategies.

CONCLUSION

Effective crisis management involves more 
than just reacting to immediate threats. A 
deep understanding of potential upcoming 
risks is a must, as the foresight capabilities 
to anticipate new challenges and make 
fast-paced informed decisions in high-risk 
situations. The risk landscape of the 21st 
century has become more complicated and 
interconnected:

Pandemics: The COVID-19 pandemic, apart 
from having devastating effects, led - 
regardless of political and ideological 
differences- to a global, fast-paced, and 
unprecedented cooperation. However, the 
influence on public health, society, and the 
economy is expected to last for many more 
years to come. The risk of another pandemic 
in the future remains high, especially due to
factors like urbanisation and climate 
change. While predicting the next 
pandemic pathogen is challenging, making 
informed assumptions today and assessing 
past efforts to prepare for and respond to 
disease outbreaks can facilitate a more 
proactive and effective approach in the 
future. Insights gained from the COVID-19 
response and pandemic influenza 
preparedness highlight the necessity of 
strengthening surveillance systems, 
investing in early-stage research on 
potential pandemic pathogens, and 
developing platform technologies. It is also 
essential to diversify response plans with 
various strategies to ensure quicker access 
to safe and effective interventions in future 
pandemics. Additionally, maintaining the 
robust vaccine manufacturing capacity 
established during the COVID-19 pandemic 
will enable rapid responses moving forward.
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Successful implementation of these 
measures hinges on improved global 
coordination and collaboration, with every 
sector, including the biopharmaceutical 
industry, playing a vital role in pandemic 
preparedness. Together, these efforts can 
maximise lives saved in future pandemics 
(William et al., 2023).

Climate change: Poses significant 
challenges that require the formulation of 
comprehensive strategies for future 
advancement. According to Lefkowitz & 
Bodas (2023), the scale of this potential 
threat, along with its political, economic, 
and public health impacts, should strongly 
motivate all stakeholders to prioritise 
ongoing research, strengthen surveillance, 
enhance preparedness, and implement 
robust adaptation measures. Tackling 
issues such as extreme weather, rising sea 
levels, and loss of biodiversity can stimulate 
innovations in sustainable practices, 
renewable energy solutions, and 
climate-resilient infrastructure. Moreover, 
climate change influences migration 
patterns and public health, highlighting the 
necessity for adaptive governance and 
international cooperation, which requires 
serious efforts to promote knowledge 
sharing and technology transfer between 
countries, encouraging collaborative 
strategies to address climate-related risks. 
By emphasising integrated policies that 
encompass environmental, social, and 
economic aspects, stakeholders can build 
resilient communities capable of adapting 
to a changing climate, ultimately fostering 
global sustainability and stability.

Security threats: the changing landscape of 
security threats, including cybersecurity 
attacks and global terrorism, calls for the 
development of effective strategies for 
future progress. As these emerging 
challenges intersect with traditional 
conflicts, there is an urgent need for 
integrated security frameworks that 
address both physical and digital domains. 
The NATO (2024) Summit prioritised 
cybersecurity, hybrid warfare, and 
infrastructure protection to bolster 
resilience across both physical and digital 
domains. These strategic updates reflect 
NATO's shift toward a proactive and robust 
global security approach, emphasising 
preparation for future challenges and 
stronger cohesion among allies. 
Strengthening cybersecurity needs to be a 
top priority at the core of future initiatives 
via encouraging public-private 
partnerships, facilitating threat intelligence 
sharing, and focusing on the promotion of 
cybersecurity awareness, education and 
training. These efforts will not only 
empower organisations and governments 
to respond but also to better predict, and 
prevent cyber threats.
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Geopolitical conflicts: The instability of 
geopolitical conflicts is affected by 
changes in global power, economic 
struggles, and competition for resources. 
This spots the need for strategies to plan for 
the future. Data provided via research from 
42 countries between 1995 and 2021 shows 
the relationship of cause and effect, which 
means that countries having vulnerability to
climate change are also more likely to be 
involved in geopolitical conflicts. The 
results suggest that by bolstering 
Environmental, Social, and Governance 
(ESG) readiness and enhancing institutional 
governance structures, these countries 
could potentially mitigate the risk of such 
conflicts (Alam et al. 2024).

Starting via developing regional 
partnerships and alliances can strengthen 
resilience against geopolitical shocks, 
enabling countries to share best practices 
and coordinate responses to emerging 
issues. Prioritising multilateralism and 
bolstering international institutions will be 
essential for effective global governance 
and peacekeeping efforts. Then, future 
initiatives should be in place and 
concentrate on enhancing diplomatic 
engagement and fostering dialogue 
between nations to alleviate tensions and 
avert conflicts. Creating frameworks for 
collaborative resource management can 
ensure equitable distribution and minimise 
competition over limited resources, thereby 
promoting stability and mutual benefit.
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