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Executive Summary

The third session of the Institute of Strategic Risk 

Management Global Urban Resilience Monthly Webinar 

Series, delivered in partnership with the UK National 

Preparedness Commission, IFRC and global partners, 

where the participants examined infrastructure 

resilience in major cities amid escalating climate, political 

and socio-economic uncertainty.

The conversations highlighted that once-rare events—

including extreme heat, flooding, wildfires and coastal 

disruption—are increasingly shaping the everyday urban 

environment. With many cities facing rising sea levels and 

growing infrastructure vulnerability, the question of 

what effective city management will look like by 2030 

is now an immediate operational priority.

Global experts from engineering, water policy, security 

and infrastructure joined an interactive discussion on the 

need to close the capability gap in resilience planning, 

modelling and implementation. The session reinforced 

that resilience must be approached as a 

multidisciplinary and collaborative challenge, bringing 

together governments, practitioners, infrastructure 

operators and communities.

In conclusion, the forum provided a valuable platform for 

global knowledge-sharing and practical dialogue, 

reinforcing the need for cities to move beyond reactive 

approaches and build the capacity to anticipate, adapt 

and respond to an increasingly uncertain future.

Lord Toby Harris
Chair, UK National 
Preparedness Commission 
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NATIONAL RESILIENCE 
UNDER SCRUTINY

The events of 2025 have raised important questions 

about both institutional resilience and the robustness of 

critical infrastructure. Concerns surrounding academic 

freedom in the United States highlight wider pressures 

on institutional independence, while disruptions to 

critical infrastructure demonstrate how quickly systemic 

vulnerabilities can translate into global impacts.

The March 2025 fire at an electrical substation serving 

Heathrow Airport provided a stark example. Despite 

Heathrow’s extensive contingency arrangements, the 

loss of external power resulted in a full operational 

shutdown, disrupting global air travel and affecting 

thousands of passengers. The incident demonstrated that 

having backup systems does not necessarily equate to 

operational resilience.

The event raises a fundamental question: how resilient is 

infrastructure if contingency systems cannot provide 

immediate and full operational continuity? Resilience 

must therefore extend beyond redundancy and safety-

critical backup to consider activation time, system 

capacity, interdependencies and the ability to maintain 

essential operations under stress.

Therefore, for national infrastructure, the lesson is clear: 

resilience must be measured not simply by the presence 

of contingency arrangements, but by the ability of critical 

systems to absorb disruption, adapt rapidly and sustain 

operations when primary systems fail.

FROM RESILIENCE
TO SUSTAINABLE 
PREPAREDNESS
Recent infrastructure disruptions, including the 

Heathrow incident, have highlighted the vulnerability of 

critical systems and the governance challenges of 

managing interdependent infrastructure. While the 

incident was not terrorism-related, its international 

consequences reinforced the need to examine 

redundancy, system dependencies and shared 

responsibility across globally significant assets.

Effective resilience requires more than technical 

safeguards or well-developed plans. It depends on multi-

actor governance, inclusive planning and a culture of 

operational readiness. Lessons from major crises, 

including 9/11 and Hurricane Katrina, repeatedly point 

to a ‘failure of imagination’ and a ‘failure of initiative’—

where risks are recognised, but preparedness and action 

do not follow.

A further concern is the cycle of institutional inattention: 

crises generate urgent action, new frameworks and 

investment, only for these capabilities to weaken once 

the immediate threat subsides. The experience of 

COVID-19 demonstrated the risks of dismantling 

preparedness structures when conditions appear to 

stabilise.

In an era of overlapping geopolitical, environmental and 

technological risks, this cycle is no longer sustainable. 

Resilience must evolve from the ability to recover 

towards the capacity to anticipate, adapt and act under 

uncertainty. The priority is to convert lessons, inquiries 

and strategies into sustained capability, ensuring that 

preparedness remains embedded long after the crisis has 

passed.

‘Resilience is measured not by backup 
systems, but by the ability to sustain 
operations when disruption occurs.’
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‘Resilience means turning lessons from 
crisis into sustained capability—not 
temporary action.’



LEARNING FROM 
DISRUPTION:
A NATIONAL CALL
TO REASSESS 
CRITICAL 
INFRASTRUCTURE 
RESILIENCE
Recent disruptions have exposed significant 

vulnerabilities within the UK’s critical infrastructure 

and highly interdependent systems, reinforcing the 

need to distinguish resilience from preparedness. While 

contingency plans may exist, effective resilience depends 

on coordination, accountability and the capacity to 

sustain essential services when systems fail.

The National Preparedness Commission has played an 

important role in strengthening national readiness, 

bringing together senior leaders from government, 

academia, business and civil society and contributing to 

policy through extensive research and recommendations. 

Recent infrastructure disruption, including the 

substation fire that affected more than 16,000 homes 

and a major transport hub, demonstrates why this work 

remains critical.

Although electricity supplies were restored relatively 

quickly through grid reconfiguration, the wider 

consequences were far greater. The transport shutdown 

resulted in approximately 1,300 cancelled or diverted 

flights, illustrating how failure at a single infrastructure 

node can generate significant economic and societal 

impacts across interconnected systems.

The incident also highlighted the importance of 

coordinated leadership, transparency and clear 

accountability during major disruptions. Whether caused 

by accident, technical failure or deliberate action, critical 

infrastructure must be treated as a strategic national 

asset. Historical and contemporary threats demonstrate 

that electricity networks, transport hubs and other 

essential facilities remain attractive targets and cannot 

be assumed to be invulnerable.

The central lesson is clear: national resilience must be 

assessed by how systems perform under disruption, not 

simply by the existence of preparedness plans. 

Strengthening protection, redundancy and cross-sector 

coordination will be essential to reducing systemic 

vulnerability and maintaining public confidence.
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‘National resilience is measured not by 
preparedness plans, but by how 
systems perform when disruption 
occurs.’



LESSONS FROM THE
2019 POWER DISRUPTION

The August 2019 national power disruption 

demonstrated how short-duration failures can trigger 

disproportionate impacts across interconnected critical 

infrastructure. The simultaneous failure of two 

generators caused a grid frequency drop; although power 

was restored within an hour, Newcastle Airport, Ipswich 

Hospital and national rail services experienced significant 

disruption. The incident exposed the operational fragility 

of systems dependent on reliable power and the 

cascading consequences of even brief outages.

The event also highlighted gaps in accountability and 

coordination across infrastructure operators, suppliers 

and system designers. It raised important questions 

about the adequacy of emergency generation, the scope 

for maintaining partial operations and whether crisis 

decisions sufficiently considered wider economic and 

societal impacts.

A key governance challenge is the potential 

misalignment between commercial risk appetite and 

national resilience expectations. Critical infrastructure 

operators may optimise for financial efficiency, while 

government and the public expect continuity of essential 

services. Resilience therefore requires more than 

recovery capacity—it demands clear accountability, 

sustained investment in redundancy and emergency 

systems and a whole-of-nation approach to risk.

The lesson is clear: national preparedness must account 

for the growing interdependence of critical systems and 

ensure that the costs of infrastructure failure are not 

disproportionately transferred to society. Proactive risk 

management, aligned incentives and stronger cross-

sector coordination are essential to building genuine 

national resilience.

HURRICANE SANDY AND
THE FUTURE OF RESILIENCE

More than a decade on, Hurricane Sandy remains a 

defining case study in urban resilience, exposing the 

interdependencies between critical infrastructure and 

the consequences of inadequate preparedness. The 

flooding of electrical substations, transport networks and 

other essential systems demonstrated how failures in one 

part of a city can rapidly cascade across others.

New York’s subsequent recovery has combined grey and 

green infrastructure, nature-based solutions and 

stronger social resilience. However, recovery has not 

been equal. The contrasting experiences of well-

resourced areas such as Lower Manhattan and more 

vulnerable communities, particularly in Staten Island, 

highlight the reality of ‘two Hurricane Sandys’ and 

reinforce that resilience is fundamentally an issue of 

equity as well as infrastructure.

The experience also illustrates the importance of 

governance and sustained institutional capacity. As 

national approaches to disaster preparedness evolve, 

greater responsibility may fall to state and local 

authorities, potentially widening disparities where 

resources and capabilities differ significantly.

Therefore, resilience cannot depend on technical 

solutions alone. It requires political commitment, 

sustained investment, equitable governance and 

adaptive approaches to funding and planning. As cities 

face increasingly complex environmental, technological, 

economic and political disruptions, the ability to 

anticipate uncertainty and empower communities to 

adapt will be central to long-term resilience.
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‘True national resilience requires more 
than recovery—it demands 
accountability, investment, and 
coordinated action.’

‘Urban resilience is not only about 
infrastructure—it is about equity, 
governance and empowering 
communities to adapt.’



REFRAMING CRISIS 
RESPONSE: PUTTING 
COMMUNITIES
AT THE CENTRE
A growing shift in resilience thinking recognises that 

institutions cannot manage crises effectively in 

isolation. FEMA’s evolution from a model of direct crisis 

management towards one focused on enabling 

communities reflects a broader move towards 

facilitation, coordination and local ownership.

The London Resilience Partnership provides a strong 

example of this approach, including the formal 

engagement of faith-based organisations as resilience 

partners. Their established presence, local knowledge 

and trusted networks provide valuable channels for 

communication, coordination and support during 

emergencies. The COVID-19 pandemic further 

demonstrated the importance of community ownership, 

while also exposing the gap between recognising this 

principle and embedding it effectively in national 

response structures.

International experience reinforces the value of 

institutionalising community participation. Models 

such as Japan’s community-based BOKOMI groups 

demonstrate how local knowledge and volunteer 

networks can be integrated into formal preparedness 

systems. Similarly, work in Barcelona’s Ciutat Vella 

highlights how immigrant and other underserved 

communities can develop strong, informal support 

networks despite limited formal investment.

These examples demonstrate that resilience is not simply 

a function of infrastructure or institutional capacity; it is 

also built through trust, social cohesion and local 

networks. However, these capabilities remain uneven 

and are often under-recognised or underfunded.

The strategic priority is therefore clear: public 

institutions should enable and strengthen community 

resilience rather than seek to replace it. Embedding local 

organisations, grassroots networks and community 

knowledge into governance, funding and preparedness 

frameworks will be essential to building resilience that is 

both effective and equitable.
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‘Resilience is strongest when 
institutions empower communities 
through trust, local knowledge and 
collective action.’



FROM RESILIENCE 
THINKING TO 
RESILIENCE ACTION
As understanding of systemic vulnerability and 

community resilience develops, the priority must shift 

from analysis to implementation. Resilience strategies 

need to translate lessons into practical policy, sustainable 

funding and local action—strengthening community 

capacity, modernising preparedness doctrines and 

embedding adaptability across systems.

A critical opportunity lies in building resilience from the 

ground up, particularly through education. Integrating 

disaster preparedness and basic response skills into 

STEM and school-based learning can equip young people 

to respond effectively to emergencies while 

strengthening resilience across families and 

communities. International approaches, including 

immersive simulation-based learning, demonstrate the 

potential to make preparedness practical and accessible.

At the same time, resilience planning must address 

structural and organisational weaknesses. Fragmented 

ownership, complex governance arrangements, 

competing priorities and limited operational insight can 

leave critical vulnerabilities unresolved. Traditional 

multi-hazard approaches must also evolve to reflect 

changing environmental, technological and geopolitical 

conditions, while recognising that community cohesion 

cannot be assumed in increasingly urbanised and digitally 

connected societies.

The way forward requires a shift from ad hoc learning to 

institutionalised learning. Experiences from 

communities that routinely rely on mutual aid 

demonstrate the value of local capability, while post-

incident reviews provide a growing evidence base for 

improvement. The challenge is to systematically capture, 

prioritise and implement these lessons—turning 

experience into sustained capability and resilience into 

measurable action.
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‘Resilience becomes meaningful when 
lessons are turned into action, 
capability and lasting change.’



CONCLUDING 
REFLECTIONS
The discussions reinforce a fundamental principle: 

resilience is not defined by the nature of a crisis, but by 

the ability of systems and communities to manage its 

consequences. Whether disruption results from extreme 

weather, infrastructure failure, cyber incidents or 

deliberate action, the operational challenge is often the 

same—maintaining access to essential services and 

sustaining functionality under stress.

This requires a shift from generic preparedness towards 

context-specific, community-centred resilience. Local 

risks, capabilities, social cohesion and socio-economic 

conditions must shape preparedness strategies, 

supported by practical skills, trusted networks and 

targeted investment. At the same time, resilience 

requires a stronger economic case: cost-benefit analysis 

and whole-life considerations should demonstrate the 

value of prevention and enable investment before 

disruption occurs.

A recurring theme throughout the session was the 

question of ownership. Where responsibility for 

interconnected infrastructure and cascading risks is 

fragmented, opportunities for proactive investment and 

coordinated action can be missed. Stronger 

accountability, data-sharing and cross-sector governance 

are therefore, essential to ensuring that resilience is 

treated as a strategic national responsibility rather than 

an organisational afterthought.

Overall, resilience must move beyond individual 

emergencies towards sustained ownership of national 

risk. The growing complexity of environmental, 

technological, economic and geopolitical threats 

demands continued dialogue, learning and collaboration 

across sectors and communities.

The role of the Institute of Strategic Risk Management 

(ISRM) is therefore increasingly important: creating a 

space where practitioners, policymakers and leaders can 

challenge assumptions, share experience and translate 

insight into action. The objective is not simply to respond 

better to the next crisis, but to build the capability, 

accountability and collective commitment needed to 

withstand an uncertain future.
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‘Resilience means taking ownership of 
risk, turning insight into action and 
building the collective capacity to 
withstand uncertainty.’



The ISRM Global Urban Resilience Project was

developed out of a series of papers written together

with the International Federation of the Red Cross / Red

Crescent Societies, and more recently in partnership

with the National Preparedness Commission.

It is designed to bring together academics, policy

makers and practitioners from across the global urban

resilience and major city management spectrum to

facilitate action-oriented dialogue and interaction from

multiple perspectives.

The launch of the ISRM Management Award in Global

Urban Resilience and Major City Management in May

2024 set the foundation for the latest series of

programmes, based on the 130 participants from over

thirty countries who participated in the programme.

For more details on the Global Urban Resilience and

Major City Management project, or to discuss how you

can be involved, please contact

ABOUT
ABOUT THE ISRM
GLOBAL URBAN
RESILIENCE PROJECT


