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Abstract

Inadequate information sharing by federal entities was a factor in the terrorist attacks of September 11,

2001. Among the responses to this shortcoming is Section 892 of the Homeland Security Act of 2002,

which mandates the prescription of homeland security information-sharing procedures by the President.

This responsibility has been delegated to the Secretary of Homeland Security, and the required

procedures are expected to be issued in some form, preliminary or final, during the summer of 2004.

Those developing these procedures will encounter what one information security expert describes as ba
series of bureaucratic fiefdoms, a veritable dpatchwork quilt,T that has come about as a consequence of a

hodgepodge of laws, regulations and directives with respect to how the Federal Government handles and

discloses information.Q Examined in this review are some of the discernable uncertainties in the creation

of the information-sharing procedures, and some of the policy considerations involved.
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1. Introduction

bHomeland security,Q as noted previously in this journal, came into public parlance in the

aftermath of the September 2001 terrorist attacks on the World Trade Center and the

Pentagon, evolved into a policy concept, and has come to be seen, during the course of that
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evolution, to have some historical foundation, civil defense being a primary antecedent.1 The

National Strategy for Homeland Security, issued by President George W. Bush on July 16,

2002, defined bhomeland securityQ as ba concerted national effort to prevent terrorist attacks

within the United States, reduce America’s vulnerability to terrorism, and minimize the

damage and recover from attacks that do occur.Q2 The national strategy served by this concept
of homeland security clearly recognizes the critical importance of information sharing for its

realization, as well as the need to balance homeland security requirements with countervailing

values, such as personal privacy.3

Signed into law on November 25, 2002, the Homeland Security Act, establishing the

principal homeland security institutions of the federal government, contains various

provisions facilitating or mandating homeland security information sharing. Primary among

these is Section 892 of the statute, which defines bhomeland security informationQ as bany
information possessed by a Federal, State, or local agency that (A) relates to the threat of

terrorist activity; (B) relates to the ability to prevent, interdict, or disrupt terrorist activity; (C)

would improve the identification or investigation of a suspected terrorist or terrorist

organization; and (D) would improve the response to a terrorist act.Q4 Prior to so defining

homeland security information as used in the section, five subsections establish procedures

and conditions regarding such information. The first of these requires the President to

bprescribe and implement procedures under which relevant Federal agencies (A) share

relevant and appropriate homeland security information with other Federal agencies,

including the Department [of Homeland Security] and appropriate State and local personnel;

(B) identify and safeguard homeland security information that is sensitive but unclassified;

and (C) to the extent such information is in classified form, determine whether, how, and to

what extent to remove classified information [from its protected status], as appropriate, and

with which such personnel it may be shared after such information is removed.5 Neither the

section nor the other provisions of the Homeland Security Act define what constitutes

bsensitive but unclassifiedQ homeland security information. The remaining portions of the

subsection require the President to bensure that such procedures [as he prescribes] apply to all
agencies of the Federal GovernmentQ; stipulate that these new procedures bshall not change
the substantive requirements for the classification and safeguarding of classified informationQ;
and specify that the new procedures bshall not change the requirements and authorities to

protect [intelligence] sources and methods.Q
The second subsection prescribes refinements to the procedures established by the President

pursuant to the first subsection. bUnder [the] procedures prescribed by the President,Q it is stated
that ball appropriate agencies, including the intelligence community, shall, through information

sharing systems, share homeland security information with Federal agencies and appropriate

State and local personnel to the extent such information may be shared, as determined in

accordance withQ the President’s procedures, btogether with assessments of the credibility of

such information.Q Each of the referred to information-sharing systems must b(A) have the

capability to transmit unclassified or classified information, though the procedures and

recipients for each capability may differ; (B) have the capacity to restrict delivery of information

to specified subgroups by geographic location, type of organization, position of a recipient

within an organization, or a recipient’s need to know such information; (C) be configured to
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allow the efficient and effective sharing of information; and (D) be accessible to appropriate

State and local personnel.Q Other provisions require the establishment of conditions on the use

of shared information b(A) to limit the redissemination of such information to ensure that such

information is not used for an unauthorized purpose; (B) to ensure the security and

confidentiality of such information; (C) to protect the constitutional and statutory right of

any individuals who are subjects of such information; and (D) to provide data integrity through

the timely removal and destruction of obsolete or erroneous names and information.Q The
referred to information-sharing systems are to binclude existing information sharing systems,

including, but not limited to, the National Law Enforcement Telecommunications System, the

Regional Information Sharing System, and the Terrorist Threat Warning System of the Federal

Bureau of Investigation [FBI].Q Federal agencies having access to information-sharing systems

have access to all of the information shared in those systems. The prescribed procedures are to

bensure that appropriate State and local personnel are authorized to use such information

sharing systems (A) to access information shared with such personnel; and (B) to share, with

others who have access to such information sharing systems, the homeland security information

of their own jurisdictions, which shall be marked appropriately as pertaining to potential

terrorist activity.Q Regarding this shared state and local information, it is to be reviewed and

assessed, under procedures prescribed jointly by the Director of Central Intelligence and the

Attorney General, by each appropriate federal agency, as determined by the President, and

integrated with existing intelligence.6

The third subsection authorizes the President to bprescribe procedures under which Federal
agencies may, to the extent the President considers necessary, share with appropriate State and

local personnel homeland security information that remains classified or otherwise protectedQ
after being reviewed for removal from its protected status. To facilitate such sharing, a sense of

Congress provision recognizes the use of background investigations and security clearances,

nondisclosure agreements regarding sensitive but unclassified information, and binformation-

sharing partnerships that include appropriate State and local personnel, such as the Joint

Terrorism Task Forces of the Federal Bureau of Investigation, the Anti-Terrorism Task Forces

of the Department of Justice, and regional Terrorism Early Warning Groups.Q
The fourth subsection specifies that the head of each affected agency shall designate an

official having administrative responsibility for that agency’s compliance with the information-

sharing requirements of Sections 891–899.7

Finally, the fifth subsection states: bUnder procedures prescribed under this section,

information obtained by a State or local government from a Federal agency under this section

shall remain under the control of the Federal agency, and a State or local law authorizing or

requiring such a government to disclose information shall not apply to such information.Q
Presumably, it is the President who prescribes the referred to procedures; information shared

with a subnational jurisdiction pursuant to these procedures remains under the bcontrolQ of the
providing federal agency; and because the information is under federal bcontrol,Q it is beyond
the scope of state information access or freedom of information laws.

Other sections of the information-sharing subtitle authorize the sharing of grand jury,

communications intercept, foreign intelligence, electronic surveillance, and physical search

information. While these provisions seemingly have some bearing upon bhomeland security,Q
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the focus of this analysis is upon the policy considerations arising from Section 892. Is

existing policy adequate for all aspects of the comprehensive information-sharing program

anticipated in Section 892? The answers to that question will be easier to provide once the

details of the President’s procedures are made known (if, indeed, they are publicly released).

Until they are disclosed, the following overview provides some preliminary assessment of

some of the policy considerations involved.
2. Pursuing new arrangements

Inadequate information sharing by federal entities—between field and headquarters offices

and among law enforcement and intelligence agencies—was a factor in the terrorist attacks of

September 11, 2001. In the House of Representatives, a legislative remedy was offered in early

2002, adopted inmodified form in June, and attached in July as a floor amendment to legislation

establishing a Department of Homeland Security (DHS). The provisions remained in the DHS

chartering legislation signed into law by the President in November.8 The following year, at a

May hearing assessing barriers to information sharing in DHS, some members of the House

Committee on Government Reform were lamenting the findings of a recent General

Accounting Office (GAO) report concluding that, 20 months after the terrorists attacks and 6

months after the enactment of the Homeland Security Act, better integration and sharing of

terrorist-related information—terrorist watch lists were the area of focus—were needed.9 GAO

examined nine federal agencies which have developed and maintain 12 watch lists, and found

that while bthe federal agencies that have watch lists share the lists among themselves,Q only
bhalf of these agencies share their respective lists with state and local agencies, and one-fourth
share them with private entities.Q The report noted that a principal barrier to improved sharing

was technological in nature, saying: bThe extent to which sharing is accomplished electroni-

cally is constrained by fundamental differences in watch list system architectures (that is, the

hardware, software, network, and data characteristics of the systems).10 Two of the nine

agencies examined by GAO breported that they did not have any policies and procedures on

watch list sharing.Q GAO indicated that an beffective way to implement such policies and

procedures [that define the rules governing sharing] is to prepare and execute written watch list

exchange agreements or memorandums of understanding . . . [to] . . . specify answers to such

questions as what data are to be shared with whom, and how andwhen they are to be shared.QOf
the seven agencies in the GAO study bthat reported having such policies and procedure, one did
not require any written agreementsQ for sharing. Moreover, bthe policies and procedures of the
seven have varied,Q said the report. In conclusion, GAO found that bfederal agencies do not

have a consistent and uniform approach to sharing watch list information.Q11

In his prepared statement for the House Committee on Government Reform, Steven I.

Cooper, Chief Information Officer (CIO) for DHS, identified several information-sharing

initiatives underway at the department. These included the March 2003 completion of ba
policy and technical framework to promote information sharing among the Department of

Justice, the Intelligence Community and the Department of Homeland Security . . . that

provides a framework for implementing an integrated dwatchT listQ; bthe extension of law



H.C. Relyea / Government Information Quarterly 21 (2004) 420–438424
enforcement information sharing networks such as the Regional Information Sharing

Network (RISSNET) to provide a distribution channel for law enforcement homeland

security informationQ; bworking with dbest of the breedT regional information sharing groups

such as the Emergency Response Network of Dallas, Texas (ERN), to provide homeland

security information to a broad cross-section of first respondersQ; and bproviding secure video

conference capability to governors and emergency response centers for each of the 56 states,

territories or protectorates.Q12 In view of the fact that the department had been in operation

only since January 24, these were good efforts, but they probably did not satisfy critics who

felt that the Bush Administration, through the Office of Homeland Security, where Cooper

had served before coming to DHS, should have initiated information-sharing improvements

shortly after the July 2002 issuance of the National Strategy for Homeland Security, which

identified several such areas for reform.13

In an August 2003 report to the Secretary of Homeland Security, GAO provided the

results of a survey of officials bknowledgeable about information sharing from federal, state,

and city agencies and officials from associations representing cities, police organizations,

and research groups,Q which was conducted bbefore the Department of Homeland Security

(DHS) began operations in January 2003.Q In addition, bto supplement this analysis,Q said
the report, bwe conducted a survey of officials representing the federal intelligence

community and law enforcement agencies; state homeland security offices; all cities with a

population of 100,000 or more; and a sample of cities with a population between 50,000 and

100,000, to obtain their perceptions about the current information-sharing process.Q It

indicated that the boverall response rate for the survey was 50 percent and represents 284

government entities.Q14

The report acknowledged several information-sharing actions that had recently occurred,

such as the active development of an enterprise architecture by DHS;15 the February

publication of the National Strategy for the Physical Protection of Critical Infrastructures

and Key Assets, which called for improved information sharing;16 and the issuance of the July

presidential directive assigning responsibilities for developing the information-sharing

procedures mandated by Section 892 of the Homeland Security Act.17 Also identified were

some information-sharing initiatives that had been discovered during the course of GAO’s

survey research. The FBI had bsignificantly increased the number of its Joint Terrorism Task

Forces.Q California had bestablished an antiterrorism information center that collects,

analyzes, and disseminates information to its law enforcement officers, other law enforcement

agencies, and FBI.Q Moreover, said the report, b34 of 40 states and 160 of 228 cities stated

that they participate in information-sharing centers.Q Assessing these developments, GAO

offered a note of caution.
While these initiatives may increase the sharing of information to fight terrorism, they are not well coordinated and

consequently risk creating partnerships that may actually limit some participants’ access to information and duplicating

efforts of some key agencies in each level of government. Moreover, while beneficial to these participants, the

initiatives do not necessarily integrate others in a truly national system and may inadvertently hamper information

sharing for this reason. A lack of effective integration could increase the risk that officials will overlook, or never even

receive, information needed to prevent a terrorist attack.18
Survey results generally revealed that existing information-sharing arrangements were

largely not considered to be effective: bonly 13 percent of federal government respondents
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reported that sharing information with states and cities was deffectiveT or dvery effectiveQ . . .
[and], of the 40 states that responded, only 35 percent reported that sharing with the federal

government was deffectiveT or dvery effective.TQ Why? Three main systemic problems that

accounted for this perception were identified: (1) bno level of government was satisfied that

they receive enough informationQ; (2) bno level of government was satisfied with the

timeliness, accuracy, or relevance of the information they receivedQ; and (3) bthe federal

government still perceives the fight against terrorism, particularly its prevention, to be

generally a federal responsibility, which potentially undermines the unity of effort between

federal, state, and city governments needed to effectively secure the homeland. Con-

sequently,Q noted the report, bthe federal government still has not established comprehensive

policies or procedures to effectively integrate state and city governments into the information-

sharing process or even routinely recognize their role in this process.Q While federal agencies

participating in the GAO survey bidentified several barriers to sharing threat information with

state and city governments,Q the participating bstate and city governments did not perceive

that the barriers identified by the federal agencies were truly barriers.Q For example, noted the

report, bwhen federal agencies felt they could not provide states and cities with information,

they cited concerns over state and local officials’ ability to secure and protect classified

information, the officials’ lack of security clearances, and the lack of integrated databases.Q
GAO indicated that these barriers could be overcome with proper training, new equipment,

and building upon state and local experience with routinely handling and protecting blaw
enforcement sensitiveQ information in bringing cases against suspected criminals. The report

recommended that bthe Secretary of Homeland Security, in developing the enterprise

architecture, (1) work in conjunction with the heads of other federal agencies, state and city

authorities, and the private sector to ensure that the department’s enterprise architecture fully

integrates them into the information-sharing process and (2) take specific actions, including

obtaining the private sector’s views regarding information sharing, to evaluate and overcome

the perceived barriers that prevent information sharing today.Q19

Appearing at about the same time as the GAO report was one prepared by the minority

staff of the Senate Committee on Governmental Affairs, which reiterated some of the same

concerns about the adequacy of intergovernmental information-sharing arrangements. Based

upon interviews with state and local officials, as well as public information sources, the staff

report found that these officials bdo not systematically receive from the Bush Administration

the information they need to prevent or respond to another catastrophic terrorist attack, nor

does vital information flow effectively from them to the federal government.QMoreover, what

these officials bwant most is to have a seat at the table as the administration grapples with

homeland security protection. They need,Q said the report, breliable and timely information

about terrorist threats, individuals on federal terrorist watch lists, and investigations of

suspected terrorists in their jurisdictions.Q Regarded to be bextremely troublesomeQ was the
federal government’s neglect of bthe information needs of our nation’s local fire fighters . . .
because fire fighters nationwide are most communities’ first line of defense against

conventional, chemical, radiological, and biological attacks.Q Other difficulties identified

were delays (and, perhaps, the cost) state and local officials experienced in receiving security

clearances in order to have access to security classified information, and determining or
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defining the bmany different categories of information that is [sic] of varying interest to a host

of different state and local officials.Q20

Among the recommendations made by the report to improve the information-sharing

situation were as follows: make consolidated federal watch lists available to state and local

government law enforcement agencies; utilize national and regional task forces to coordinate

the information-sharing needs of the three levels of government, and provide state and local

officials a permanent bseat at the tableQ regarding those needs; expedite security clearances for
designated subnational government officials, and explore improving reciprocity among

federal agencies regarding clearances; expedite the establishment of 24-hour operations

centers in each state; require the performance evaluation of responsible senior federal

managers regarding, in part, their success or failure in breaking down barriers to information

sharing; and make sharing homeland security information with state and local officials a

bhigh priorityQ for DHS and other key agencies.21

Concerning the President’s responsibility, pursuant to Section 892 of the Homeland

Security Act, to prescribe and implement information-sharing procedures, the report noted the

bBush Administration first issued an Executive Order delegating responsibility for

prescribing the required procedures on July 29, 2003—9 months after the Act was passed,

and 3 months before it is to report on its progress to the Congress.Q22

The Senate minority staff report was also critical about another administration innovation.

The Homeland Security Act mandated the Information Analysis and Infrastructure Protection

Directorate within DHS as ba central location to integrate, analyze, and disseminate intelligence

information related to terrorist threats across all levels of government, especially including state

and local governments,Q noted the report.23 The directorate is responsible for, among other

duties, coordinating btraining and other support to the elements and other personnel of the

Department, other agencies of the Federal Government, and State and local governments that

provide information to the Department, or are consumers of information provided by the

Department, in order to facilitate the identification and sharing of information revealed in their

ordinary duties and the optimal utilization of information received from the Department.Q24

Instead of implementing the mandate of the directorate to function as an all-sources

intelligence center within DHS, the Bush Administration administratively created, with some

resulting controversy, a Terrorist Threat Integration Center (TTIC) outside of the department

that reports to the Director of Central Intelligence.25 The minority staff report quoted the

criticism of Senator Joseph I. Lieberman. (D-CT), the ranking minority member of the

Committee on Governmental Affairs, regarding this development: bThe fundamental problem

is that by placing the TTIC under the command of the Central Intelligence Agency [CIA] and

not the Department of Homeland Security, it will be removed from our government’s daily

efforts to improve domestic defenses, constrained by cultural and institutional rivalries between

the CIA and the FBI, isolated from state and local governments, and unaccountable to the

nation’s top homeland security officialQ—Secretary Tom Ridge. Noting that Secretary Ridge

subsequently defended the administration’s creation of TTIC, the report comments that bhe
failed to adequately address one of Senator Lieberman’s key concerns: as constituted, the TTIC,

under the Director of Central Intelligence, would not effectively incorporate state and local law

enforcement into anti-terror intelligence activities.Q26
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Public administration expert Donald F. Kettl of the La Follette School of Public Affairs at

the University of Wisconsin-Madison echoed this criticism of TTIC in his assessment of

DHS’s first year of operations. In his view, bTTIC became a new arena in which the FBI and

the CIA continued their ongoing scuffles over domestic and foreign intelligence.Q While he

thought bTTIC has demonstrated progress in coordinating intelligence,Q Kettl considered

DHS to have a bmarginal role in the collection and analysis process,Q which bhas hindered its

ability to lead homeland security policy.Q He called for a clarification of the DHS relationship

with TTIC, a clarification of the DHS intelligence role, development of a clear protocol for

sharing intelligence information with state and local officials, and a clarification of the

standards for collecting and retaining homeland security data.27

In September 2003 testimony before two subcommittees of the House Select Committee on

Homeland Security, Robert F. Dacey, Director of Information Security Issues for GAO,

discussed, among other information-sharing matters, the federal government’s critical

information protection (CIP) effort, bwhich is focused on the sharing of information on

incidents, threats, and vulnerabilities, and the providing of warnings related to critical

infrastructures both within the federal government and between the federal government and

state and local governments and the private sector.Q Acknowledging that bimprovements have

been made,Q further efforts were thought to be needed to address the following critical CIP

challenges:
developing a comprehensive and coordinated national plan to facilitate CIP information sharing that clearly delineates

the roles and responsibilities of federal and nonfederal CIP entities defines interim objectives and milestones, sets

timeframes for achieving objectives, and establishes performance measures;
developing fully productive information-sharing relationships within the federal government and between the federal

government and state and local governments and the private sector;
improving the federal government’s capabilities to analyze incident, threat, and vulnerability information obtained

from numerous sources and share appropriate, timely, useful warnings and other information concerning both cyber

and physical threats to federal entities, state and local governments, and the private sector; and
providing appropriate incentives for nonfederal entities to increase information sharing with the federal government

and enhance other CIP efforts.28
Recounting various recent CIP developments, Dacey noted the 1998 issuance of

Presidential Decision Directive 63, which bestablished CIP as a national goal and described

a strategy for cooperative efforts by government and the private sector to protect the physical

and cyber-based systems essential to the minimum operations of the economy and the

government,Q as well as borganizations to provide central coordination and support.Q Critical
infrastructure sectors essential to national security, national economic security, and/or national

public health and safety were identified. bFor these sectors, which now total 14, federal

government leads (sector liaisons) and private sector leads (sector coordinators) were to work

with each other to address problems related to CIP for their sectorQ through the development

and implementation of vulnerability and education programs and a sectoral preparation plan

assessing sector vulnerabilities to cyber or physical attack, as well as ways to eliminate

significant vulnerabilities, and identify, prevent, respond to, and recover from attacks. The

bvoluntary creation of information sharing and analysis centers (ISACs) to serve as

mechanisms for gathering, analyzing, and appropriately sanitizing and disseminating
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information to and from infrastructure sectors and the federal governmentQ was encouraged.
Dacey identified 15 established ISACs and a prospective center in the maritime transportation

sector.29

bAn underlying issue in the implementation of CIP,Q according to the GAO testimony,

bis that no national plan to facilitate information sharing yet exists that clearly delineates

the roles and responsibilities of federal and nonfederal CIP entities, defines interim

objectives and milestones, sets time frames for achieving objectives, and establishes

performance measures.Q Such a plan, which GAO, since 1998, has called for and bmade

numerous related recommendations regarding,Q would appear to be outside of the scope of

the homeland security information-sharing procedures mandated by Section 892 of the

Homeland Security Act (although the creation of the procedures seemingly would benefit

from having such a plan). The plan is, however, anticipated in the National Strategy for

Homeland Security, which indicates that its creation will build on bbaseline physical and

cyber infrastructure protection plansQ then under development and subsequently produced in

February 2003 as the National Strategy for the Physical Protection of Critical

Infrastructures and Key Assets and the National Strategy to Secure Cyberspace.30 The

President’s November 2002 DHS reorganization plan tasks the department’s Assistant

Secretary for Infrastructure Protection with developing ba national plan for securing the key

resources and critical infrastructure of the United States,Q and specifies certain systems to

be included in such plan.31

Six months later, in a reprise, Dacey appeared before the same subcommittees of the House

Select Committee on Homeland Security to discuss the status of ISACs. Operative CIP policy

bleft the actual design and function of the ISACs to the entities that formed them,Q he

explained. bAs a result, although their overall missions are similar, the current ISACs were

established and developed based on the unique characteristics and needs of their individual

sectors. They operate under different management and operational structures,Q he continued,
band, among other things, have different business models and funding mechanisms.Q While

bmost are managed or operated as private entities,Q some bare part of associations that

represent their sectorsQ and others bhave partnered with government agencies.Q The bfunding
mechanisms used by the ISACs include fee-for-service, association sponsorship, federal

grants, and/or voluntary or in-kind operations by ISAC participants.Q32

Dacey proffered examples of the various methods being used by ISACs to share

information with their members, other ISACs, and the federal government. These methods

include the following:

! member access to electronic information via email and Web sites;

! secure members-only access to information on the ISAC Web site;

! conference calls for members; and

! other IT such as pagers, telephone calls, and faxes to disseminate information.33

Eleven of the 15 existing ISACs have bcreated an ISAC Council to work on various

operational, process, and other common issues to effectively analyze and disseminate

information and, where possible, to leverage the work of the entire ISAC community,Q Dacey
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reported. He also provided examples of actions taken by DHS and other agencies to promote

and support ISACs, organize critical infrastructure sectors, and foster information sharing

through the ISACs.34

That same month, an issue paper prepared by the minority staff of the House Select

Committee on Homeland Security for Representative Jim Turner (D-TX), the ranking minority

member of the panel, indicated that bthere are still numerous obstacles to effective information

sharing in the federal government.Q Among the shortcomings identified in the paper were the

lack of a fully integrated terrorist watch list; haphazard federal agency to agency sharing of

threat information; ineffective information sharing with state and local governments;

ineffective dissemination of information by the Terrorist Screening Center; an existing

structure for intelligence information sharing that senior government officials have conceded to

be unwieldy; bmajor weaknesses in how the Executive Branch defines the respective roles,

responsibilities, and authorities of the Federal agencies involved in assessing and disseminating

homeland security informationQ; and bpoor interoperability between DHS and its Intelligence

Community partners.Q35

DHS, it should be noted, has developed a communications capability, through the Joint

Regional Information Exchange System (JRIES), between its Homeland Security Operations

Center and, as of February 24, 2004, all 50 states, five territories, the District of Columbia,

and 50 major urban areas. This secure system, part of the Homeland Security Information

Network (HSIN), immediately delivers real-time threat information of a sensitive but

unclassified character to all users and provides a basis for future security classified

communications. Subnational participants include state National Guard offices, Emergency

Operations Centers, and first responder and public safety entities.36 In a related development,

Sprint has created Peerless IP, a government grade Internet protocol-based intranet,

impenetrable to outside cyber attacks. It is a realization of the GovNet proposal debated

in the months after the September 2001 terrorist attacks. Demand is reportedly rising among

federal agencies for connection with the new system, which is both physically and virtually

private, providing an exclusively intergovernmental communication and information-sharing

network.37
3. Framing the new procedures

Against this background, and in response to some of the issues noted, Secretary Ridge

will develop and provide to the President, for his approval and implementation, the

homeland security information-sharing procedures mandated by Section 892 of the

Homeland Security Act. Others, in accordance with E.O. 13311, will be making input,

as well, including the Attorney General, the Director of Central Intelligence, and specified

officials with whom Secretary Ridge is to coordinate. How that set of procedures will be

formulated has not been made publicly known by DHS. Will state and local government

officials, for example, be provided the bseat at the tableQ that the recent GAO and Senate

Governmental Affairs minority staff reports recommended, or will their input, and that of

other interests, be accommodated by a rumored public comment opportunity when the
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draft procedures emerge in the summer sun? Preparatory to viewing those procedures,

whether in draft or final form, what are some of the policy considerations arising from

Section 892?

3.1. Custody

An initial consideration concerns the bownershipQ or custody of shared information. For

the information-sharing procedures mandated by Section 892 of the Homeland Security

Act, Congress has determined in Subsection 892(e) that binformation obtained by a State or

local government from a Federal agency under this section shall remain under the control

of the Federal agency.Q This language allows federal agencies to remove their information

from the sharing system, and to demand its withdrawal from state and local government

data banks. The subsection further specifies that such shared federal agency information is

not subject to ba State or local law authorizing or requiring such a government to disclose

information.Q
The statute is silent regarding any reciprocal bcontrols,Q which state or local governments

may exercise regarding information they provide through the sharing system. Whether such

information as state or local governments do provide would constitute, as a threshold

question, a federal bagency recordQ accessible under the Freedom of Information Act (FOIA)

is not immediately clear. Leaving aside the matter of readily identifying the state or local

government origin of information so shared with federal agencies, the Supreme Court,

because the FOIA provides no definition of an bagency record,Q established, several years
ago, in DOJ v. Tax Analysts, a two-prong test for determining whether materials so qualify.

First, a federal agency must beither create or obtainQ the materials, and, second, bmust be in

control of the requested materials at the time the FOIA request is made,Q control meaning

bthat the materials have come into the agency’s possession in the legitimate conduct of its

official duties.Q38 Would federal agencies be considered to have bobtainedQ state or local

government information voluntarily provided through the sharing system? Does the voluntary

provision of such information through the sharing system result in its coming under federal

agency bcontrol,Q that is bthe agency’s possession in the legitimate conduct of its official

duties? Q
Prior to the 1989 Tax Analysts decision of the Supreme Court, lower courts, in

determining whether an agency had sufficient control over materials, had examined the

purpose for which the materials had been obtained by a federal agency.39 In the aftermath of

the Tax Analysts ruling, federal courts continued this practice, with the result that they began

to extend the scope of the FOIA to include records in the possession of a government

contractor.40 Thus, it seems likely that, should a court be asked to determine whether state or

local government information voluntarily provided through the sharing system falls within

the scope of the FOIA, it would examine the extent to which a federal agency or agencies

had control over the materials at issue. Beyond this threshold question, should a court rule

that such information is subject to FOIA access, is the matter of the applicability of the

statute’s nine exemptions to the rule of disclosure and other provisions protecting law

enforcement information.41
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3.2. Protection

The President’s procedures for sharing homeland security information must accommodate

various kinds of protected information. Section 892(a) of the Homeland Security Act requires

the President to bidentify and safeguard homeland security information that is sensitive but

unclassified; and . . . to the extent such information is in classified form, determine whether,

how, and to what extent to remove classified information [from its protected status], as

appropriate, and with which such personnel it may be shared after such information is

removed.Q Moreover, the new procedures bshall not change the substantive requirements for

the classification and safeguarding of classified informationQ and bshall not change the

requirements and authorities to protect intelligence sources and methods.Q In the next

subsection, the President is directed, when prescribing the mandated information-sharing

procedures, bto protect the constitutional and statutory rights of any individuals who are

subjects of such information.Q42 Among the types of protected information so identified are

those which are bsensitive but unclassified,Q are classified, and may enjoy privacy protection,

as well as intelligence sources and methods.

There is a degree of uncertainty about the meaning and scope of some of these terms,

however, and management requirements for a couple of types of protected information

proffer compliance difficulties for subnational governments. As mentioned earlier, neither

Section 892 nor the other provisions of the Homeland Security Act define what constitutes

bsensitive but unclassifiedQ homeland security information. Some have noted that the

Computer Security Act of 1987 refers to, and defines, bsensitive information,Q but neither
this statute nor its definition of bsensitive informationQ are referenced by the Homeland

Security Act regarding bsensitive but unclassifiedQ information.43 Furthermore, the Computer

Security Act, as originally enacted, specified that it was not to be construed to constitute

authority to withhold information sought pursuant to the FOIA or to authorize any federal

agency to limit, restrict, regulate, or control, among other actions, the disclosure, use,

transfer, or sale of any information disclosable under the FOIA or public domain

information.44

Elsewhere, in Section 208 of the E-Government Act of 2002, allowance is made for the

modification or waiver of a required privacy impact assessment bfor security reasons, or to

protect classified, sensitive, or private information contained in an assessment.Q45 What

constitutes bsensitiveQ information for this section is not evident as the term is neither defined

in the statute nor is its relationship, if any, to the bsensitive but unclassifiedQ information of

Section 892 of the Homeland Security Act explained.

An internal DHS management directive on bSafeguarding Sensitive But Unclassified (For

Official Use Only) InformationQ issued on May 11, 2004, indicates that the bFor Official Use
OnlyQ (FOUO) marking bwill be used to identify sensitive but unclassified information within

the DHS community that is not otherwise specifically described and governed by statute or

regulation.Q Examples of several types of information to be treated as FOUO information are

provided, such as information that may be protectable under the FOIA’s exemptions to the

rule of disclosure; international and domestic information protected by statute, treaty, or other

agreements; b[i]nformation that could be sold for profitQ; b[i]nformation that could result in
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physical risk to personnelQ; and information revealing security vulnerabilities or breaching

operations security. Access to FOUO information is on a need to know basis, and persons

having such access must sign a nondisclosure agreement. Secure storage of FOUO

information is required, and secure communication of it by encrypted telephone or fax is

encouraged.46

While statutorily undefined, the bsensitive but unclassifiedQ homeland security information

concept perhaps may be discerned in a practice disclosed in regard to the operations of a new

facility, a US$4 million expansion of the Upstate New York Regional Intelligence Center,

jointly operated by New York State and the FBI. It was explained that security classified

information, including data about individuals, would be bfilteredQ through screeners and

intelligence analysts at the Center so that no classified information would be provided to local

authorities. Thus, it appeared that details which merited security classification would be

eliminated or obscured, resulting in unclassified information which would still not be

available to the public.47 This unclassified information will probably be regarded as having

been compiled for law enforcement purposes and, as such, protected from disclosure under

the FOIA or comparable New York law. It seems unlikely, however, that bsensitive but

unclassifiedQ homeland security information, per se, could be protected from disclosure

pursuant to the FOIA as it does not appear to fall clearly within any of that statute’s

exemptions.

Classified information is understood to be information bspecifically authorized under

criteria established by an Executive order to be kept secret in the interest of national defense

or foreign policyQ and which is bin fact properly classified pursuant to such Executive

order.Q48 The operative executive order prescribing security classification (and declassifica-

tion) policy and practice is E.O. 12958 of April 17, 1995, as amended by E.O. 13292 of

March 25, 2003.49 The latter directive added two new concerns to the former’s rather

traditional, but specific, military, intelligence, foreign affairs, and national security

classification categories: defense against transnational terrorism and the vulnerabilities of

infrastructures, both of which are probably regarded generally to be homeland security

interests. Security classification is used to protect Restricted Data, as defined by the Atomic

Energy Act of 1954, and intelligence sources and methods, the sanctity of which is a

statutorily specified responsibility of the Director of Central Intelligence.50 Other types of

information protected by security classification include National Security Agency signals

intelligence and communications security information, and so-called foreign government

information, which is information provided by a foreign government or international

organization of governments, with the expectation that the information, its source, or both, are

to be held in confidence.

Two types of privileged homeland security information not regarded to be security

classified information, but which may be considered to be bsensitive but unclassified,Q
although the DHS management directive on FOUO information suggests otherwise, are

bcritical infrastructure information,Q as understood within the context of Subtitle B of Title II

of the Homeland Security Act, and bSensitive Security InformationQ (SSI), as that term is

defined by the Transportation Security Administration. In defining bcritical infrastructure
informationQ in Subtitle B of Title II of the Homeland Security Act, the statute recognizes that
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this information is bnot customarily in the public domain.Q When voluntarily shared with

DHS by the private sector, it becomes subject to certain protections, including exemption

from disclosure under the FOIA and specified use limitations (sharing with state or local

governments is anticipated). Federal officers or employees improperly disclosing such critical

infrastructure information may be criminally punished.51 Operative security classification

policy does not authorize the classification of this information, which remains the private

property of the submitter.52

Relying upon information protection provisions of the Air Transportation Security Act of

1974 and the Aviation and Transportation Security Act of 2001, the Transportation Security

Administration, now a component of DHS, has issued transportation security regulations

making reference to bSensitive Security InformationQ (SSI), defined as binformation about

security programs, vulnerability assessments, technical specifications of certain screening

equipment and objects used to test screening equipment, and other information.Q53 A more

detailed explanation of SSI may be found in the regulations.54 While SSI is a type of

protected information, it is not security classified, but may constitute bsensitive but

unclassifiedQ homeland security information. A federal appellate court ruled in 1993 that

1990 amendments did not impliedly repeal the authority of the Air Transportation Security

Act of 1974 to promulgate and withhold from the public security-sensitive rules and other

related information now within the scope of SSI.55

Speaking at the summer meeting of the National Governors Association last year,

Secretary Ridge indicated that, in addition to the governors, five senior officials in each state

would be given a Top Secret security clearance in order that security classified information

might be shared with them for homeland security purposes.56 Presumably, the states paid for

the background investigations for these clearances, each costing upwards of US$2500 or

more, and perhaps used discretionary federal homeland security grant funds for this expense.

Whether this number of clearances is adequate for each state, given population, geography,

and other differences, is uncertain. How these state officials will be able to use classified

information to direct the actions of other uncleared state personnel is somewhat problematic,

as are integrity considerations of detecting and addressing security breaches involving

classified information.

3.3. Quality

Finally, Section 892 begs some attention to data quality in the homeland security

information-sharing procedures to be prescribed by the President. Shared information is to be

provided btogether with assessments of the credibility of such information.Q Presumably,

these assessments would be made by the information provider. Potentially more controversial

is the requirement that shared state and local information bbe reviewed and assessed, under

procedures prescribed jointly by the Director of Central Intelligence and the Attorney

General, by each appropriate federal agency, as determined by the President, and integrated

with existing intelligence.Q The nature of this assessment is left to determination by the named

principals. The section would also have the President’s information-sharing procedures

bprovide data integrity through the timely removal and destruction of obsolete or erroneous
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names and information,Q a rather broad and highly discretionary standard. Who would

function as the shared information system manager regarding this data integrity responsibility

is not clear, nor is the extent to which other federal records management law, such as Chapters

31 and 33 of Title 44, United States Code, is applicable.
4. Overview

When legislating the Homeland Security Act, Congress recognized the importance of

effective information sharing among government jurisdictions and selected private entities to

combat terrorism and secure the homeland. Included in that statute is the Homeland Security

Information Sharing Act, which mandates the President to prescribe procedures facilitating

homeland security information sharing. Acting on behalf of the President in this regard,

Secretary Ridge will confront what J. William Leonard, director of the Information Security

Oversight Office, described not long ago as ba series of bureaucratic fiefdoms, a veritable

dpatchwork quilt,T that has come about as a consequence of a hodgepodge of laws, regulations

and directives with respect to how the Federal Government handles and discloses

information.Q57 Some of the authorities he referred to have been identified and discussed

here. Congress, also aware of this array of policies, elected to refer to what they control in

such broad terms as bsecurity classifiedQ and bsensitive but unclassifiedQ information.

Disappointed with this course, Mr. Leonard expressed his firm belief bthat never before have
we had such a clear and demonstrable need for a seamless process for sharing and protecting

information, regardless of classification.Q Nonetheless, he feared, bin many ways, we are not

only continuing the current dpatchwork quilt,T but we are quite possibly adding new seams

every day,Q with the result that bthese seams not only can serve as impediments to information

sharing, they can also develop into the tears in the fabric through which information that

requires protection may slip, as well intentioned individuals use work-around procedures in

order to get the job done.Q
Perhaps the better course, for Mr. Leonard and for legislators, might have been to direct

the President not to prescribe homeland security information-sharing procedures admin-

istratively, but to provide Congress with a plan for realizing information-sharing

arrangements legislatively. Upon receiving this plan, Congress, in Mr. Leonard’s words,

would btake the initiative and begin the process to develop and implement a seamless and

congruous system for protecting and sharing all types of information, both classified and

unclassified.Q This approach also would have kept policy determination for this matter

within the congressional domain. That Section 892 of the Homeland Security Act mandates

presidential prescription of homeland security information-sharing procedures does not

mean, however, that the opportunity sought by Mr. Leonard to realize ba seamless and

congruous system for protecting and sharing all types of informationQ has been lost forever.

After the President’s procedures have been implemented, their efficiency and effectiveness

will be subject to congressional evaluation. To the extent that these procedures are found to

be in need of improvement, Section 892 may be amended to bring about the desired

reform.
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